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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards
Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations
The IEEE consensus development process involves the review of documents in English only. In the event

that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at
http://ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more
information about the IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at
http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.iece.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

| This introduction is not part of IEEE Std 730™-2014, IEEE Standard for Software Quality Assurance Processes.

IEEE Std 730 has been a benchmark for Software Quality Assurance (SQA) professionals since it was first
published in 1979. While previous versions of IEEE Std 730 provided an SQA plan outline this revision
expands the scope of this standard to address the processes defined in software life cycle framework
standard, ISO/IEC/IEEE 12207:2008. This change in emphasis is consistent with and elaborates the process
requirements in ISO/IEC/IEEE 12207:2008.
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IEEE Standard for Software Quality
Assurance Processes

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard establishes requirements for initiating, planning, controlling, and executing the Software
Quality Assurance (SQA) processes of a software development or maintenance project. This standard is
harmonized with the software life cycle process of ISO/IEC/IEEE 12207:2008" and the information content
requirements of ISO/IEC/IEEE 15289:2011.

NOTE—Annex A presents detailed explanations and mappings between ISO/IEC/IEEE 12207:2008 and IEEE Std
730™.-2014 subclauses.”

1.2 Purpose

The activities described in this standard are intended to enable the software project to use the SQA
processes to produce and collect evidence that form the basis for giving a justified statement of confidence
that the software product conforms to its established requirements. The purpose of this standard is to
provide uniform, minimum acceptable requirements for SQA processes in support of a software project. In
considering adoption of this standard, regulatory bodies should be aware that specific application of this
standard may already be covered by one or more IEEE or ANSI (American National Standards Institute)

! Information on normative references can be found in Clause 2.
% Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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standards documents relating to quality assurance, definitions, or other matters. It is not the purpose of this
document to supersede, revise, or amend existing standards directed to specific industries or applications.

1.3 Field of application

This standard guides SQA activities for software products or services. This standard is applicable to
software as part of a system as well as standalone software products. This standard regards the field of
software engineering to include projects to develop new or enhanced products, maintenance of existing
products, and software integration projects.

This standard is aligned with the outcomes specified in ISO/IEC/IEEE 12207:2008 and ISO/IEC/IEEE

15289:2011. This standard is not restricted by size, complexity, criticality, or application of the software
product.

1.4 Limitations

This standard specifies definitions, activities, tasks, and outcomes for SQA processes. This standard does
not impose constraints on the implementation or performance of those activities and tasks.

1.5 Conformance

1.5.1 Conformance language conventions

The word shall is used to express a requirement, should to express a recommendation, and may to express
alternative or optional methods of satisfying a requirement.

1.5.2 Conformance scope

Conformance to this standard is achieved by demonstrating that the requirements of Clause 5, indicated by
the use of shall, are satisfied.

Conformance to this standard is a sufficient condition to meet the SQA outcomes enumerated in 7.2.3 of
ISO/TEC/IEEE 12207:2008. The converse is not true—meeting all requirements of 7.2.3 of ISO/IEC/IEEE
12207:2008 is not sufficient for the SQA work and output to meet all requirements of this standard. Finally,
conformance to this standard is not sufficient to meet other clauses of ISO/IEC/IEEE 12207:2008 or any
other standard in whole or in part.

There are two ways that projects or organizations can claim conformance to the provisions of this standard:
full conformance and tailored conformance as explained in 1.5.3 and 1.5.4 below.

1.5.3 Full conformance

Full conformance to this standard is achieved by demonstrating that all of the requirements of Clause 5 are
satisfied, using the required outcomes as evidence.

2
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1.5.4 Tailored conformance

When this standard is used as a basis for establishing a set of activities that do not qualify for full
conformance, the clauses of this standard are selected or modified in accordance with the tailoring process
prescribed below.

To conform to this standard, only the following modifications are allowed: a project team may limit the
scope of the product and process assurance activities described in 5.4 and 5.5 in order to align with the
project’s activities, products, and services. Any SQA activity, task, or outcome required by this standard
that is not performed is identified in the project SQA Plan as not applicable along with a justification for
why it is not performed.

NOTE—When this standard is used to help develop an agreement between an acquirer and a supplier, clauses of this
standard can be incorporated into the agreement with or without modification.

1.6 Intended usage of this standard

The requirements in this standard are contained in normative Clause 5. This standard specifies requirements
for activities that may be executed during the life cycle of a software product or service. It is recognized
that particular projects or organizations may not need to use all of the activities in this standard. Therefore,
implementing this standard typically involves selecting a set of activities suitable to the organization or
project as described in 1.5.

1.7 Organization of this standard

This standard is organized into clauses and annexes:

— Clause 1 contains scope, purpose, and introductory material.
— Clause 2 identifies the normative references used in this standard.
— Clause 3 defines terms and acronyms used in this standard.

— Clause 4 describes the context for the SQA processes and SQA activities, and covers expectations
for how this standard will be applied.

— Clause 5 specifies the SQA processes, activities, and tasks. Sixteen activities are identified in this
clause and are grouped into three major areas: process implementation, product assurance, and
process assurance. These activities implement the required outcomes for SQA specified by 7.2.3 of
ISO/IEC/IEEE 12207:2008.

— Refer to Annex A for the mapping of the four required outcomes to the subclauses of this standard.

— Refer to Annex B for information about mapping between the SQA plan outlines in IEEE Std
730-2002** and IEEE Std 730-2014.

— Refer to Annex C for information about guidance for creating a Software Quality Assurance Plan
(SQAP).

— Refer to Annex D for information about mapping between IEEE Std 730-2014 and ISO/IEC
15504-1:2004 [B34].°

* IEEE publications are available from the Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).
* The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
* Information in brackets corresponds to those of the bibliography in Annex L.

3
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

— Refer to Annex E for information about applying IEEE Std 730-2014 to specific industries.
— Refer to Annex F for information about SQA’s relationship to agile development methods.

— Refer to Annex G for information about mapping between IEEE Std 730-2014 and ISO/IEC
29110:2011 [B40].

— Refer to Annex H for information about validating software tools.
— Refer to Annex I for information about software integrity levels and assurance cases.

— Refer to Annex J for examples of corrective action, preventive action, and root cause analysis
processes.

— Refer to Annex K for a cross-reference of IEEE Std 730-2014 SQA Activities and ISO/IEC/IEEE
12207:2008 Life Cycle Processes.

— Refer to Annex L for the bibliography of this standard.

Each of the activities in Clause 5 of this standard is described by the following information:

a) Reference to ISO/IEC/IEEE 12207:2008 clause. The text of the ISO/IEC/IEEE 12207:2008
subclause relevant to the activity is presented in a boxed figure, for example:

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.2.2 It shall be assured that software products and related documentation comply with the contract
and adhere to the plans.

b) Purpose. Defines the activity’s intention (e.g., “Determine the degree to which the software
products and related documentation conform to established requirements.”).

¢) Outcomes. Specific observable results of successful achievement of activity’s purpose, measurable
and tangible business, or technical results. An outcome may be a software executable, a physical
artifact, an information item (e.g., records, documents), a change in the state or an attribute of an
information item, a change to a project constraint, or a change to an attribute (e.g., training,
experience, capability) of a project team member. Information items are defined in ISO/IEC/IEEE
15289:2011. These outcomes are the basis for validated evidence to provide a justified statement of
confidence in the quality of the software products. Outcomes are written as declarative sentences in
the present tense (e.g., “Non-conformances are raised when software products do not conform to
established software requirements.”).

d) Tasks. Specific actions intended to contribute to the achievement of one or more of the stated
outcomes of the activity. Using the definitions from ISO/IEC TR 24774:2010 [B41], a statement in
the task description can be:

1) A required action,

2) A recommended action, or

3) A permissible action.
Task statements identify the role performing the task. The role is either the subject of the sentence or is in a
clause that introduces a set of tasks. Task statements for required actions begin with an action verb and are
written as declarative sentences in the present tense. Recommended and permissible action statements start
with a phrase or clause that qualifies the conditions under which the task may be performed. There is not

necessarily a one-to-one relationship between tasks and outcomes. (e.g., Identify software products and
related documentation required by the contract.)

The SQAP is the key document that defines the activities to be performed on a specific project. The SQA
function’s planning activities and the SQAP outline are described in 5.3.3.

4
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ISO/IEC/IEEE 12207:2008 Systems and Software Engineering — Software Life Cycle Processes.

ISO/IEC/IEEE 15289:2011 Systems and Software Engineering — Content of Life-Cycle Information
Products (documentation).

3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. ISO/IEC/IEEE 24765:2010
Systems and Software Engineering — Vocabulary [B42], the IEEE Standards Dictionary Online,® and
IEEE Computer Society’s Software and Systems Engineering Vocabulary’ should be consulted for terms
not defined in this clause.

3.1 Conventions

Throughout this standard, unless specifically noted otherwise, the term “SQA” refers to either the SQA
function or the SQA process. The term “SQA function” is not to be interpreted as a particular person, tool,
document, job title, or a specific group dedicated to SQA, regardless of how that function is staffed,
organized, or executed. The term “SQA process” means a set of activities.

3.2 Definitions

Acquirer: A stakeholder that acquires or procures a product or service from a supplier [[SO/IEC/IEEE
12207:2008].

Activity: A set of cohesive tasks of a process, which transforms inputs into outputs [ISO/IEC/IEEE
12207:2008].

Assurance: Grounds for justified confidence that a claim has been or will be achieved (ISO/IEC
15026-1:2013 [B36]).

Assurance case: Representation of a claim or claims, and the support for these claims (ISO/IEC
15026-1:2013 [B36]).

NOTE—An assurance case is a reasoned, auditable artifact created to support the contention its claim or claims are
satisfied. It contains the following and their relationships: one or more claims about properties; arguments that logically
link the evidence and any assumptions to the claim(s); a body of evidence; and possibly assumptions supporting these
arguments for the claim(s).

Assure: To promise or state with certainty by one person to another person or group. Contrast with ensure.

® JEEE Standards Dictionary Online subscription is available at:
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
7 The current version of this dictionary is available at: http://www.computer.org/sevocab.
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Audit: An independent examination of a work product or set of work products to assess compliance with
specifications, standards, contractual agreements, or other criteria (ISO/IEC/IEEE 24765:2010 [B42]).

Compliance: Doing what has been asked or ordered; as required by rule or law (e.g., comply with a
regulation).

Conformance: The fulfillment by a product, process, or service of specified requirements (adapted from
ISO/IEC/IEEE 24765:2010 [B42]). For conformance to be meaningful, the specified requirements
accurately represent stakeholder requirements.

Constraint: A limitation or implied requirement that constrains the design solution or implementation of
the systems engineering process and is not changeable by the enterprise (ISO/IEC/IEEE 24765:2010
[B42]). A design constraint is an explicit and direct restriction regarding the choice of design ideas. It either
declares a design idea to be compulsory or to be excluded.

Contract: A binding agreement between two parties, especially enforceable by law, or a similar internal
agreement wholly within an organization [ISO/IEC/IEEE 12207:2008]. A contract is an agreement between
two or more parties regarding a course of action. The formality of a contract can range from a simple
informal oral description to a formal written instrument. This standard calls an agreement between software
acquirer and supplier a contract.

Deliverable: Item to be provided to an acquirer or other designated recipient as specified in an agreement
(ISO/IEC/IEEE 24765:2010 [B42]). This item can be a document, hardware item, software item, service, or
any type of work product.

Document: A uniquely identified unit of information for human use, such as a report, specification,
manual, or book, in printed or electronic form [ISO/IEC/IEEE 15289:2011].

Ensure: To make certain that things occur or events take place. Contrast with assure.

Established requirement: A requirement that the project has verified as satisfying project-specific criteria
(such as clarity, suitability, and feasibility) and has validated to be an accurate representation of stakeholder
needs, wants, and expectations. Established requirements are accepted by the project to form the basis of

product development.

Function: In a software application, a module that performs a specific action. In an organization, a function
is a set of resources and activities that achieve a particular purpose.

Functional requirement: A requirement that specifies a function that a system or system component must
perform (ISO/IEC/IEEE 24765:2010 [B42]).

Independence [of SQA]: Situation in which SQA is free from technical, managerial, and financial
influences (intentional or unintentional).

Independence, financial [of SQA]: Situation in which control of the SQA budget is vested in an
organization independent of the development organization. (IEEE Std 1012™-2012 [B26]).

Independence, managerial [of SQA]: Situation in which the responsibility of the SQA effort is vested in
an organization separate from the development and project management organizations. (IEEE Std 1012-

2012 [B26]).

Independence, technical [of SQA]: Situation in which the SQA effort uses personnel who are not involved
in the development of the system or its elements. (IEEE Std 1012-2012 [B26]).
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Information item: A separately identifiable body of information that is produced, stored, and delivered for
human use during a system or software life cycle [ISO/IEC/IEEE 15289:2011].

Integrity level: A value representing project-unique characteristics (e.g., complexity, criticality, risk, safety
level, security level, desired performance, reliability) that define the importance of the system, software, or
hardware to the user. (IEEE Std 1012-2012 [B26] ).

Life cycle model: A framework of processes and activities concerned with the life cycle that may be
organized into stages, which also acts as a common reference for communication and understanding
[ISO/IEC/IEEE 12207:2008].

Measure: A variable to which a value is assigned as the result of measurement (IEEE Std 15939™-2008
[B28)).

Non-functional: As applied to requirements, the term “non-functional” is deprecated and is not used in this
standard. The terms “performance requirement” or “performance attribute” are preferred.

Performance requirement: The measurable criterion that identifies a quality attribute of a function or how
well a functional requirement must be accomplished (IEEE Std 1220™-2005 [B27]). A performance

requirement is always an attribute of a functional requirement.

Plan: An information item that presents a systematic course of action for achieving a declared purpose,
including when, how, and by whom specific activities are to be performed [ISO/IEC/IEEE 15289:2011].

Process: A set of interrelated or interacting activities which transforms inputs into outputs [[SO/IEC/IEEE
12207:2008]; a process can exist whether it is documented or not.

Product: The result of a process; an artifact that is produced, is quantifiable, and can be either an end item
in itself or a component item (PMBOK"® Guide [B48]).

NOTE—includes intermediate as well as end-item artifacts; complete set of software and documentation; output of
software development activities.

Project: A temporary endeavor to develop a unique product, service, or result (PMBOK" Guide [B48)).
Quality: The degree to which a product or process meets established requirements; however, quality
depends upon the degree to which those established requirements accurately represent stakeholder needs,
wants, and expectations (adapted from ISO/IEC/IEEE 24765:2010 [B42]).

Record: A set of related data items treated as a unit [[SO/IEC/IEEE 15289:2011].

Requirement: A condition or capability that is to be met or possessed by a system, product, service, result,
or component to satisfy a contract, standard, specification, or other formally imposed document.
Requirements include the quantified and documented needs, wants, and expectations of the sponsor,
customer, and other stakeholders (PMBOK" Guide [B48]). Requirements provide value when delivered,

satisfied, or met.

Review: A process, which may include a meeting, in which work products are presented to some
stakeholders for comment or approval (adapted from ISO/IEC/IEEE 24765:2010 [B42]).

Software engineering environment (SEE): The hardware, software, and firmware used to perform a
software engineering effort (ISO/IEC/IEEE 24765:2010 [B42]).

Software integrity level: See: Integrity level.
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Software life cycle (SLC): The project-specific sequence of activities that is created by mapping the
activities of a standard onto a selected software life cycle model (ISO/IEC/IEEE 24765:2010 [B42]).

Software quality: The degree to which a software product meets established requirements; however,
quality depends upon the degree to which those established requirements accurately represent stakeholder
needs, wants, and expectations (adapted from ISO/IEC/IEEE 24765:2010 [B42]).

Software Quality Assurance: A set of activities that define and assess the adequacy of software processes
to provide evidence that establishes confidence that the software processes are appropriate for and produce
software products of suitable quality for their intended purposes. A key attribute of SQA is the objectivity
of the SQA function with respect to the project. The SQA function may also be organizationally
independent of the project; that is, free from technical, managerial, and financial pressures from the project.

Software quality management: Coordinated activities to direct and control an organization with regard to
software quality.

Software testing: (1) An activity in which a system or component is executed under specified conditions,
the results are observed or recorded, and an evaluation is made of some aspect of the system or component.
(2) To conduct an activity as in (1). (IEEE Std 829™-2008 [B25]).

Software testing environment: The facilities, hardware, software, firmware, procedures, and
documentation needed to perform...testing of software (ISO/IEC/IEEE 24765:2010 [B42]).

Software validation: (1) The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirements. (2) The process of providing
evidence that the system, software, or hardware and its associated products satisfy requirements allocated
to it at the end of each life cycle activity, solve the right problem (e.g., correctly model physical laws,
implement business rules, and use the proper system assumptions), and satisfy intended use and user needs.
(3) The confirmation, through the provision of objective evidence, that the requirements for a specific
intended use or application are fulfilled. (ISO/IEC/IEEE 12207:2008)

Software verification: (1) The process of evaluating a system or component to determine whether the
products of a given development phase satisfy the conditions imposed at the start of that phase. (2) The
process of providing objective evidence that the system, software, or hardware and its associated products
conform to requirements (e.g., for correctness, completeness, consistency, and accuracy) for all life cycle
activities during each life cycle process (acquisition, supply, development, operation, and maintenance);
satisfy standards, practices, and conventions during life cycle processes; and successfully complete each
life cycle activity and satisfy all the criteria for initiating succeeding life cycle activities. (3) The
confirmation, through the provision of objective evidence, that specified requirements are fulfilled.
(ISO/IEC/IEEE 12207:2008)

NOTE—*“Verified” designates the corresponding status. In design and development, verification includes examining
the result of a given activity to determine conformity with the stated requirement for that activity. A system may be
verified to meet the stated requirements, yet be unsuitable for operation by the actual users (ISO 9000:2005 [B30]).

Specification: An information item that identifies, in a complete, precise, and verifiable manner, the
requirements, design, behavior, or other expected characteristics of a system, service, or process

[ISO/IEC/IEEE 15289:2011].

Supplier: An organization or individual that enters into an agreement with an acquirer for the supply of a
product or service [ISO/IEC/IEEE 12207:2008].

Task: A required, recommended, or permissible action intended to contribute to the achievement of one or
more outcomes of a process [[SO/IEC/IEEE 12207:2008].

Work product: An artifact resulting from the execution of a process (ISO/IEC 15504-1:2004 [B34]).
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3.3 Acronyms and abbreviations

IEC International Electrotechnical Commission
ISO International Organization for Standardization
PMBOK Project Management Body of Knowledge
QA Quality assurance

QC Quality control

QE Quality engineering

SEE Software engineering environment

SL.C Software life cycle

SLCM Software life cycle model

SQA Software Quality Assurance

SQAP Software Quality Assurance Plan

STE Software test environment

4. Key concepts of Software Quality Assurance

4.1 Organizational management responsibility

Management support of the SQA function is essential for SQA processes to be effective. This support
minimally includes:

— Management is familiar with and understands the SQA function’s purposes, concepts, practices,
and needs.

— Management provides the SQA function with an appropriate level of skilled resources (people,
equipment, knowledge, methods, facilities, and tools) in order to accomplish their project
responsibilities.

— Management receives and acts upon information provided by the SQA function throughout the
course of a project.

The organization’s management supports the SQA function by providing the outcomes listed in 5.3.1.2.

4.2 Organization and project relationship

Projects are performed by people working within an organization. The scope of an organization can range
from a very small group that has only one project to a multi-national conglomerate with many divisions and

9
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

many projects within each division. SQA can be described from the perspective of an acquirer or supplier.
Except as specifically noted otherwise, this standard describes the SQA function from the supplier
viewpoint.

Although this standard is focused on the project, this standard refers to some organizational-level activities.
This standard presumes that some organizational-level activities establish the SQA processes when, or prior
to, initiating the project. That initiating activity is the subject of 5.3.1. Additionally, if the organization
expects to execute more than one project, then other organizational-level activities are concerned with
capturing lessons from the current project and ensuring that those lessons are available for subsequent
projects.

Figure 1 illustrates the time-oriented relationship of work performed at the organizational-level versus work
performed at the project level. The figure emphasizes that the scope of this standard is a single project. This
project is performed within an organization.

Projects are executed within an organization
(This standard does not presume a specific software life cycle model)
—
o
€
=} ESTABLISH ; o
'5‘,; 2 SQA ' Organization management:
g‘ = Exercise oversight of project
g RAMEWORK | | NEGOTIATE
~ CONTRACT
—
—
Software Software Software
Project Project Project
Planning executing Closing
-
S.
]
Q<
= L ]
g SQA SQA SQA
PLANNING ACTIVITIES AND TASKS CLOSING
—

Figure 1—Relationship between the organization and the project

The project is performed to accomplish the business goals of the organization. The organization sponsors
the project by providing people and resources. The organization initiates the project and, during project
initiating, work at the organization level overlaps with work at the project level. During the course of the
project, the organization exercises oversight of the project. The organizational-level work of capturing and
applying lessons learned occurs during execution and continues through closing.

This standard does not presume or impose any particular project life cycle model. This standard is
applicable to all software life cycle models. However, this standard does acknowledge and use generally
recognized project management practices as described in the PMBOK® Guide [B48].
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In addition to being executed by an organization, a project can be part of a product life cycle, as illustrated
in Figure 2. The software project is completed upon the acceptance and release of the product.
Subsequently, life cycle support activities are part of the product life cycle model. As post-release problems
are reported, new software projects might be executed within the product life cycle support phase to
produce new versions of the product, whose purpose could be to fix problems or introduce new features.
Software projects can involve developing software, acquiring software, supporting software, or
combinations of all three.

The project SQA role ends with project closing. The organization can provide post-project SQA support.
The organization-level SQA can provide continuity and communications among many projects.

Product Product Creating: the Project Product | End
Concept, Life Cycle | of

support | Life

Business
ft
Case, Software project management processes
lanning ng Ying SQ4 Life Cycle
P roduc‘t Llfe Software quality processes Support
j Software Quality Assurance Flanning
CyCle [verifying | [ validating | [ Reviewing | [ Auditing |
- Initiating Clesing
Planning
Software development processes Problerm
| Software Project Planning Reporting R
Specifying | Designing :Construcnng: Integrating Resolution
""""""""""""""" Acquinng Software |
Cevelop
Features,
Enhancements
{projects)

Figure 2—Example product life cycle, context for a software project

This standard may be applied at the organization or project level. Organizations that produce software
strive to develop a set of software life cycle processes that are consistently applied to the organization’s
projects. An organization may define appropriate procedures, practices, and policies that conform to this
standard. A software project would then conform to the organization’s processes rather than directly to this
standard. Organizations can create and structure their quality management system in various ways; the
specific structure of this standard is not imposed.

A project may be executed in an organization that does not have an organizational-level set of software life
cycle processes. Such a project may apply the provisions of this standard directly to the project.
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4.3 Software quality and relationship to requirements

Quality is the entire set of attributes that gives a software product the ability to satisfy expressed or implied
stakeholder requirements. These stakeholder requirements become refined into software requirements,
including functional requirements and performance attributes that specify how well the software performs
the functional requirements.

The project determines that requirements satisfy criteria such as clarity and testability and that those
requirements accurately represent stakeholder needs, wants, and expectations. This standard defines
software quality as conformance to requirements that have been established by the project.

This standard defines the scope of SQA as: 1. Assessing the software development process; 2. Evaluating
the conformance to software processes; and 3. Evaluating the effectiveness of the software processes.
These processes include those that identify and establish the software requirements, develop the software
product, and maintain the software product.

Software quality is achieved by conforming to established requirements as described in 5.4.3. In some
industries, conformance to requirements also includes the constraint that the product meets its intended use
and is evaluated in the actual use setting. Because requirements are the basis for quality, the SQA function
pays special attention to those software processes that evaluate and respond to the requirements as
described in 5.5.2. Those project processes could utilize ISO/IEC/IEEE 29148:2011 [B43], which defines
verification criteria for requirements including clarity, consistency, completeness, and verifiability. The
ISO/IEC/IEEE 29148:2011 standard presents detailed attributes that projects can use for verifying
requirements.

The SQA function confirms that the software processes can and do produce software that conforms to
requirements. Confirming includes evaluating intermediate and final software products along with methods,
practices, and workmanship. Evaluation further includes measurement and analysis of software process and
product problems and related causes as well as recommendations about ways to correct current problems
and prevent future problems.

Requirements can be categorized as either process or product requirements. Process requirements specify
the processes the project will use to produce the project outcomes. Process requirements may include
specific processes mandated to be in place, specific tasks the project or organization is mandated to
perform, and the manner in which specific tasks are to be performed. Product requirements specify the
functions that a product is mandated to perform and attributes that a product is mandated to possess. These
attributes include performance attributes that specify how well the product should perform. Product
requirements, also called system requirements, can be allocated to software or non-software aspects of the
project. Both process and product requirements are derived from and are a response to stakeholder
requirements.

Figure 3 shows the processes from ISO/IEC/IEEE 15289:2011 involved in requirements derivation. The
figure illustrates the distinction among stakeholder, process, and product requirements, and shows the
process flow leading to both process requirements and software requirements.

This standard presumes that the requirements derivation activities shown in Figure 3 are executed, but may
not be fully completed prior to the start of the software project. The SQA activities and tasks in this
standard presume that software requirements are established prior to being used by the SQA function to
evaluate conformance of the software product to those requirements. There is no implication that all
software requirements are established at any point in the project, only that the subset used for a particular
conformance evaluation is established. This standard recognizes that some software projects include
activities that create or refine requirements. Some projects are initiated with only an informal and
incomplete set of requirements. Regardless of the starting point, requirements can be continually elicited,
documented, validated, and implemented throughout the project.
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Figure 3—Derivation of requirements and relationships between levels of requirements

The SQA function’s responsibility is to produce and collect evidence that forms the basis for giving a
justified statement of confidence that the software product conforms to its established requirements. This
responsibility is based on the definition of quality adopted by this standard: quality is conformance to
established requirements. Assuring stakeholders that their expectations will be met is based on the
conformance relationships illustrated in Figure 4 as well as additional SQA processes that determine the
efficacy of the software processes.

The ISO/IEC/IEEE 12207:2008 standard, in 7.1.2, Stakeholder Requirements Definition Process, describes
activities and tasks that produce requirements for the software project. Once reviewed and accepted by the

project, these requirements become established requirements. The SQA function reviews established
requirements as well as changes to established requirements.
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4.4 Overview of SQA activities

Once the contract has been approved and the requirements established, the SQA function evaluates the
compliance and conformance relationships shown in Figure 4. The scope of Figure 4 is the project.

G Compy > CConforn > C_Confom > C_Corforn_

Rules
Requlations
Laws Plans
and processes
Process I L Execution
|
I —> Requirements of activities
| Contract 7 Standards and
! procedures
| Stakeholder
requirements E——
y Product Software Software
> (Sy[stem) Requirements —> O
Requirements
I I i)
Key Documentation
C—> Produes
= =< |nforms

Figure 4—Relationships for determining conformance between project artifacts.

Figure 4 shows how project artifacts are derived from the contract. Process and product requirements are
derived from the contract. Software requirements are derived from product requirements; software products
are based on software requirements. Similarly, the project’s processes and plans are derived from the
established process requirements. The project’s activity execution is based on the processes and plans.
Figure 4 also shows that the contract is required to comply with some artifacts external to the contract:
rules, regulations, and laws.

Figure 4 serves two purposes: 1. The figure illustrates the two fundamental conformance categories of
product assurance and process assurance; and 2. The figure shows the transitivity of the conformance
relationships. That is, if process requirements conform to the contract, and the project’s processes and plans
conform to process requirements, then the processes and plans conform to the contract. This simplifies
SQA’s job. Each project artifact need not be checked against the contract. Each artifact need only be
checked against its immediate predecessor.

Software product assurance activities check that software products conform to software product
requirements, and that those software product requirements conform to system product requirements that in
turn conform to stakeholder requirements as shown in the contract.

Similarly, process assurance activities check that the execution of project activities conform to the project’s

processes and plans, that those processes and plans conform to process requirements, and that those process
requirements conform to stakeholder requirements as shown in the contract. In addition, process assurance

14
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

includes checking that the process requirements comply with any laws, regulations, and rules imposed on
the project.

In Clause 5, this standard describes the activities for these two categories. In particular, the project’s
Software Quality Assurance Plan (SQAP) defines the project’s product and process assurance activities,
tasks, and outcomes, as described in 5.3.3.

4.5 Acquirer and supplier perspectives

For the purpose of this standard, software development is considered to be carried out by a supplier and
delivered to an acquirer according to the terms of a contract.

During the course of the software development life cycle, the contract may evolve, as long as both acquirer
and supplier agree to the changes. This aspect is especially prevalent when iterative or incremental
development strategies are used.

4.6 Key concepts of this standard

4.6.1 Defining the software quality assurance role

The roles and responsibilities of an organizational unit called Quality Assurance (QA), Software Quality
Assurance (SQA), Quality Engineering (QE), or some other variant, differ across industry sectors and
businesses. They might perform software testing, product assurance, process assurance, or some
combination of these, or SQA as defined in this standard. Organizational units with the name SQA might or
might not carry out the SQA role as defined in this standard.

While this standard does not require the prescribed activities be executed by any specific organizational
unit, it does require that clear responsibility be assigned to resources to perform the SQA activities
described.

The resources carrying out the SQA function determine whether project activities were performed in
accordance with the project’s processes and plans. Organizational Quality Management may provide
oversight of the SQA function.

4.6.2 Software product risks

Software systems are increasingly developed to perform tasks that can cause harm to living things, physical
structures, and the environment. A fundamental principle of this standard is to first understand software
product risk and then to ensure that the planned SQA activities are commensurate with product risk. This
means that the breadth and depth of SQA activities defined in the SQA Plan are determined by and derived

from software product risk.

Two techniques for addressing software product risks are discussed in Annex I.

4.6.3 Relationship between systems and software

This standard recognizes that software is part of a system. It is based upon the general principles of systems
engineering. The allocation of functions to hardware or software is a design decision that occurs within the
overall system development process. The SQA function includes aspects of the process leading to such

15
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

allocation decisions. Software is treated as an integral part of the total system and performs certain
functions in that system. Software is implemented by deriving the software requirements from the system
requirements and design, producing the software, and integrating it into the system. A fundamental premise
of this standard is that software always exists within the context of a system, even if the system consists of
only the processor upon which the software is executed. Therefore, a software product is always treated as
one item in a system. If a product is software-only, it would still be considered a system.

4.7 Software process improvement

This standard aids an organization’s software process improvement efforts. The measurement activities and
tasks can supply objective data to an organization’s Life Cycle Management Process (6.2 of ISO/IEC/IEEE
12207:2008). Additionally, at all occurrences of evaluating the conformance and effectiveness of processes,
improvement opportunities can be identified and reported to the organization’s process improvement
function. Similarly, evaluating software products for conformance can identify improvement opportunities.

An organization should base process improvement efforts on the results of in-process as well as completed
projects, gathering lessons learned, and the results of ongoing SQA activities such as process assessments
and reviews. Process documentation should be updated to reflect the identified improvements.

Historical, technical, and evaluation data should be collected and analyzed to gain an understanding of the
strengths and weaknesses of the employed processes. These analyses should be used as feedback to
improve these processes, to recommend changes in the direction of ongoing or subsequent projects, and to
determine technology advancement needs.

Quality cost data should be collected, maintained, and used to improve the organization's processes as a
management activity. This data serves the purpose of establishing the cost of both the prevention and
resolution of problems in software products, documentation, and services.

4.8 Maintaining quality management system consistency

The SQA processes described in this standard are intended to provide evidence that serves as the basis for a
justified statement of confidence that the quality of the organization's (or the project's) quality management
system can produce software that conforms to established requirements.

The ISO 9001:2008 [B31] standard specifies requirements imposed on quality management systems.
Guidance for the application of ISO 9001 to software can be found in IEEE Std 90003™-2008 [B29]. The

ISO/IEC/IEEE 12207:2008 standard, in 6.2.5, provides a reference model for the activities of a quality
management system.
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5. Software Quality Assurance process

5.1 Purpose

This standard defines the purpose of SQA processes as: to specify the activities and tasks that enable
software suppliers to produce, collect, and validate evidence that forms the basis for a justified statement of
confidence that the software product conforms to its established requirements.

SQA ensures that processes are established, managed, maintained, and applied on projects by skilled and
qualified staff and that the activities and tasks performed are commensurate with product risk.

5.2 Organization of SQA process outcomes

The outcomes produced by SQA processes are organized into three groups:

a)  SQA Process Implementation. A strategy for conducting SQA is developed. SQA activities are
planned and executed. Evidence of SQA is produced and maintained (see 5.3).

b) Product Assurance. Adherence of products to the established requirements is evaluated. Problems
and non-conformance are identified and recorded (see 5.4).

c¢) Process Assurance. Adherence of processes and activities to the applicable standards and
procedures is verified. Effectiveness of processes is evaluated and improvements are suggested.
Problems and non-conformance are identified and recorded (see 5.5).

The 16 SQA activities are organized into three groups as shown in Table 1, below:

Table 1—Organization of 16 SQA activities

Subclause Title
53 SQA process implementation activities
53.1 Establish the SQA processes
532 Coordinate with related software processes
533 Document SQA planning
53.4 Execute the SQA Plan
535 Manage SQA records
53.6 Evaluate organizational independence and objectivity
54 Product assurance activities
54.2 Evaluate plans for conformance to contracts, standards, and regulations
543 Evaluate product for conformance to established requirements
544 Evaluate product for acceptability
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Table 1—Organization of 16 SQA activities (continued)

Subclause Title
54.5 Evaluate product life cycle support for conformance
5.4.6 Measure products
55 Process assurance activities
552 Evaluate life cycle processes and plans for conformance
553 Evaluate environments for conformance
5.5.4 Evaluate subcontractor processes for conformance
5.5.5 Measure processes
5.5.6 Assess staff skill and knowledge

NOTE—5.4.1 and 5.5.1 contain introductory material concerning product assurance and process assurance,
respectively, and are not numbered in the 16 SQA activities.

As specified in 1.7, each of the activities in Clause 5 of this standard is described by the following
information:

a) Reference to ISO/IEC/IEEE 12207:2008 clause. The text of the ISO/IEC/IEEE 12207:2008
subclause relevant to the activity is presented in a boxed figure, for example:

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.2.2 It shall be assured that software products and related documentation comply with the contract
and adhere to the plans.

b) Purpose. Defines the activity’s intention (e.g., “Determine the degree to which the software
products and related documentation conform to established requirements.”).

c¢) Outcomes. Specific observable results of the successful achievement of activity’s purpose. An
outcome may an information item (e.g., records, documents), a change in the state or an attribute of
an information item, a change to a project constraint, or a change to an attribute (e.g., training,
experience, capability) of a project team member. Information items are defined in ISO/IEC/IEEE
15289:2011. These outcomes are the basis for validated evidence to provide a justified statement of
confidence in the quality of the software products. Outcomes are written as declarative sentences in
the present tense (e.g., “Non-conformances are raised when software products do not conform to
established software requirements.”)

d) Tasks. Specific actions that are intended to contribute to the achievement of one or more of the
stated outcomes of the activity. Using the definitions from ISO/IEC TR 24774:2010 [B41], a
statement in the task description can be:

1) A required action,
2) A recommended action, or
3) A permissible action.
Task statements identify the role performing the task. The role is either the subject of the sentence or is in a

clause that introduces a set of tasks. Task statements for required actions begin with an action verb and are
written as declarative sentences in the present tense. Recommended and permissible action statements start
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with a phrase or clause that qualifies the conditions under which the task may be performed. There is not
necessarily a one-to-one relationship between tasks and outcomes (e.g., identify software products and
related documentation required by the contract).

5.3 SQA process implementation activities

5.3.1 Establish the SQA processes

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclauses:

7.2.3.3.1.1 A quality assurance process suited to the project shall be established. The objectives of the
quality assurance process shall be to assure that the software products and the processes employed for
providing those software products comply with their established requirements and adhere to their established
plans.

7.2.3.3.41 Additional quality management activities may be assured in accordance with the clauses of
ISO 9001.

5.3.1.1 Purpose

Define and establish documented SQA processes that exist separately from projects. When these SQA
processes are applied to a project they enable the development of software that conforms to established
requirements. These processes also provide projects with software quality measurements to help make cost,
schedule, quality, and risk tradeoffs. The SQA processes define the SQA function's role, concepts,
methods, procedures, and practices.

Effective SQA processes identify what activities to do, how to confirm the activities are performed, how to
measure and track the processes, how to learn from measures to manage and improve the processes, and
how to encourage using the processes to produce software products that conform to established
requirements. SQA processes are continually improved based on objective measures and actual project
results.

5.3.1.2 Outcomes

This activity shall produce the following outcomes, prior to executing the project:

— Management has established an SQA function’s role within the organization.

— Management has established organizational SQA processes that are independent of SQA processes
established for individual projects.

— An organizational policy is established that defines and governs SQA roles and responsibilities.

— A method is established for overseeing the execution of SQA activities, tasks, and outcomes along
with a method for providing feedback to the SQA function.

— A method is established to enable the SQA function within projects to learn from the experiences of
current and previous projects and share lessons learned with other projects.

— People are assigned responsibility for performing the SQA role both within the organization as a
whole and for a specific project in a manner that is organizationally independent of both project
management and software development.
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5.3.1.3 Tasks

To accomplish this activity, the organization shall perform the following tasks:

1) Define an organizational quality policy statement that defines and governs SQA roles and
responsibilities.

2) The organizational quality policy statement may be included in an organization Quality
Manual for those organizations that have an existing quality management system.

3) Establish an organizational quality policy statement that defines the SQA process as an
organization level process independent of SQA processes established for specific projects.

4) Create and assign tasks to those responsible for SQA activities and for implementing the
organizational quality policy statement.

5) Define a mechanism for providing management oversight of SQA activities and tasks.

6) Assign responsibility for project SQA activities to individuals who are organizationally
independent of project management and software development.

7)  Review the organizational quality policy and identify gaps and inconsistencies between those
organizational quality policies and proposed SQA roles and responsibilities.

8) The SQA process should be established prior to the acquisition phase, when contracts are
typically negotiated and agreements reached, so that the SQA function can assist in forming
effective contracts.

NOTE—Table A.1 in Annex A shows the correlation of four outcomes as described in ISO/IEC/IEEE
12207:2008 and the clauses of this standard.

5.3.2 Coordinate with related software processes

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.23.3.1.2 The quality assurance process should be coordinated with the related Software Verification
(subclause 7.2.4), Software Validation (subclause 7.2.5), Software Review (subclause 7.2.6), and Software
Audit (subclause 7.2.7) Processes.

5.3.2.1 Purpose

Coordinate with the verification, validation, review, audit and other ISO/IEC/IEEE 12207:2008 processes
that are relevant to the project to achieve project objectives. The SQA function works with project
management to determine which of the other 39 processes defined in ISO/IEC/IEEE 12207:2008 should be
coordinated with SQA activities.

The SQA function identifies project and organizational roles and responsibilities with respect to all of the
following ISO/IEC/IEEE 12207:2008 processes and clauses that apply to the project:

— 6.1 Agreement Processes

— 6.3 Project Processes

— 6.4 Technical Processes

— 7.1 Software Implementation Processes

— 7.2 Software Support Processes
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— 7.2.4 Software Verification
— 7.2.5 Software Validation
—  7.2.6 Software Review

—  7.2.7 Software Audit

— 7.3 Software Reuse Processes

At the organizational-level, the SQA function identifies organizational roles and responsibilities with
respect to the following organizational project-enabling processes:

— 6.2.1 Life Cycle Model Management Process

—  6.2.5 Quality Management Process

NOTE—Figure A.l in Annex A shows the relation of the SQA function to all of the ISO/IEC/IEEE 12207:2008
processes.

5.3.2.2 Outcomes

This activity shall produce the following outcomes:

— Redundant tasks and duplication of effort are eliminated or reduced.

— Project and organizational-level roles and responsibilities for processes defined in ISO/IEC/IEEE
12207:2008 that apply to the project are defined and documented.

— SQA activities are coordinated with the project and organizational-level roles and responsibilities.
5.3.2.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Collaborate with other project and organizational elements to define roles and responsibilities
with respect to all of the ISO/IEC/IEEE 12207:2008 processes listed above that are applicable
to the project.

2)  Document the defined roles and responsibilities based on this collaboration in the SQA Plan
(SQAP) (see 5.3.3).

5.3.3 Document SQA planning

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:
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7.2.3.31.3 A plan for conducting the quality assurance process activities and tasks shall be developed,
documented, implemented, and maintained for the life of the contract. The plan shall include the following:

a) Quality standards, methodologies, procedures, and tools for performing the quality assurance activities
(or their references in organization’s official documentation).

b) Procedures for contract review and coordination thereof.

c) Procedures for identification, collection, filing, maintenance, and disposition of quality records.

d) Resources, schedule, and responsibilities for conducting the quality assurance activities.

e) Selected activities and tasks from supporting processes, such as Software Verification (subclause 7.2 4),

Software Validation (subclause 7.2.5), Software Review (subclause 7.2.6), Software Audit (subclause
7.2.7), and Software Problem Resolution (subclause 7.2.8).

5.3.3.1 Purpose

Document SQA activities, tasks, and outcomes that are commensurate with the software risk for a specific
project. Project-specific SQA activities and tasks are derived from the “Coordinate with related software
processes” activity described in 5.3.2 as well as from the organizational quality management plan. the SQA
function’s planning includes adapting the generic SQA processes to the specific needs of the project in a
manner commensurate with product risk. The Software Quality Assurance Plan (SQAP) documents the
results of SQA planning.

5.3.3.2 Outcomes

This activity shall produce the following outcomes:

— An SQAP is prepared that identifies SQA activities and tasks for the project commensurate with the
software product risks established for the project.

— The SQAP identifies responsibilities that result from coordinating with other project and
organizational units, as described in 5.3.2.

— The SQAP addresses all relevant clauses of this standard.

— The SQAP may reference organization-level SQA material or may describe any tailoring of
organization level SQA material to establish the project’s SQA processes.

— A method for periodically presenting the SQA function’s status to project management and
organization quality management is defined.

5.3.3.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Work with all stakeholders to determine which subclauses of this standard are relevant for the
project.

2)  When the applicable subclauses are identified, use this standard and Annex C to help prepare
an SQAP that is appropriate for the project, addresses the needs of all stakeholders, and is
commensurate with product risk.

3) Use outcomes of 5.3.2 to help prepare the SQAP in a manner that reflects the coordination
with other processes areas.

4) Review and update the SQAP as the project evolves.
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5)  Present status information to Management in the agreed manner.

6) Estimate the SQA function’s resources (including effort, schedule, people, required skills,
tools, and equipment) needed to perform the SQA activities, tasks, and outcomes.

7)  Analyze product risks, standards, and assumptions that could impact quality and identify
specific SQA activities, tasks, and outcomes that could help determine whether those risks are
effectively mitigated.

8)  Analyze the project and adapt SQA activities accordingly so they are commensurate with risk.

9) Define specific measurements for assessing project, software quality, and the SQA function’s
performance against project and organization quality management objectives.

10) Identify and track project changes that require further SQA function planning, including
changes to: requirements, resources, schedules, project scope, priorities, and product risk.

11) If process areas or activities are not adequately addressed by the organizational quality
management function, or if there is no organizational quality management function, then these
process areas may be in the SQAP.

12) Address all of the topics listed in the normative SQA plan outline shown in Figure 5. Every
section in the plan is to be included. The topics of the SQAP are normative but the section
names and order are informative. If a section in the outline is not applicable on a given
project, a placeholder for that section may be included along with a justification for why the
topic is not applicable.

13) If there is an organizational SQAP, or if organizational processes will be used directly, the
SQAP may refer to those items. Additional sections and appendices beyond those listed below
may be added.

NOTE—Refer to Annex C for additional guidance in preparing an SQAP.
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Purpose and scope
Definitions and acronyms
Reference documents
50A plan overview
Organization and independence
Software product risk
Tools
.4 Standards, practices, and conventions
4. Effort, resources, and schedule
5 Actiwvities, outcomes, and tasks
5.1 Product assurance
5.1.1 Evaluate plans for conformance
5.1.2 Ewvaluate product for conformance
5.1.2 Evaluate product for acceptability
5.1.4 Evaluate product life cycle support for conformance
5.1.5 Measure products
5.2 Process assurance
5.2.1 Evaluate life cycle processes for conformance
5.2.2 Evaluate enviromments for conformance
5.2.3 Bwvaluate subcontractor processes for conformance
5.2.4 Measure processes
5.2.5 Assess staff skill and knowledge
6 Additional considerations
6.1 Contract review
Quality measurement
Waivers and deviations
Task repetition
Risks to performing SQA
Communications strategy
Non-conformance process
7 SQA records
7.1 Analyze, identify, collect, file, maintain and dispose
7.2 Availability of records

L D

-
LT L

Figure 5—SQA Plan Outline
NOTE—Specific content for quality records and reports are defined in ISO/IEC/IEEE 15289:2011.

5.3.4 Execute the SQA Plan

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.1.4 Scheduled and on-going quality assurance activities and tasks shall be executed. When
problems or non-conformances with contract requirements are detected, they shall be documented and serve
as input to the Problem Resolution Process (subclause 7.2.8). Records of these activities and tasks, their
execution, problems, and problem resolutions shall be prepared and maintained.

5.3.4.1 Purpose

Execute the SQAP in coordination with the project manager, the project team, and organizational quality
management.

5.3.4.2 Outcomes

This activity shall produce the following outcomes:

— The SQA activities and tasks defined in the SQAP are performed and repeated as needed.
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—  Product and process non-conformances are raised by the SQA function when actual outcomes do
not agree with expectations.

— The SQAP is revised as needed to reflect project changes.

— SQA reports and records are created, maintained, and used to evaluate software quality.

—  SQA reports and records are shared with other project stakeholders.

5.3.4.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1Y)
2)
3)
4)

Execute the activities and tasks defined in the SQAP, based on project schedules.
Create the outcomes identified in the SQA Plan.
Revise the SQAP in response to project changes.

Raise non-conformances when actual outcomes do not agree with expectations.

5.3.5 Manage SQA records

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.1.5

specified in the contract.

Records of quality assurance activities and tasks shall be made available to the acquirer as

5.3.5.1 Purpose

Create records of SQA activities, outcomes, and tasks; manage and control these records; make these
records available to project stakeholders.

5.3.5.2 Outcomes

This activity shall produce the following outcomes:

— Records related to SQA activities, outcomes, and tasks are created.

— Records are maintained and stored in accordance with appropriate organizational, regulatory, and
project plan requirements.

— Records are made available to project stakeholders as specified by the contract and the SQAP.

5.3.5.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1))

2)
3)

Create records as required by the SQAP. These records capture findings of SQA activities and
tasks and provide evidence that SQA activities and tasks were performed.

Maintain records according to trustworthiness, security, and privacy requirements.

Identify records of quality assurance activities as accessible, deliverable, or internal use only
to avoid contract non-compliance or inadvertent transfer of intellectual property.
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4) Maintain the integrity of the SQA function’s records through a document control system to
prevent their modification or inadvertent removal and release.

5)  Supply specific records to authorized stakeholders defined in the contract. Records are made
available subject to confidentiality and other constraints. The contract specifies what the
acquirer will receive from the supplier; the SQAP specifies which SQA function records the
acquirer’s internal organizations will receive.

5.3.6 Evaluate organizational independence and objectivity

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.1.6 It shall be assured that persons responsible for assuring compliance with the contract
requirements have the organizational freedom, resources, and authority to permit objective evaluations and to
initiate, effect, resolve, and verify problem resolutions.

5.3.6.1 Purpose

Determine whether those persons responsible for performing the SQA function have a position within the
organization that provides an unimpeded communication mechanism with organizational management.
Also, determine whether those persons have the resources and authority to make objective evaluations,
initiate, effect, and verify problem resolutions.

5.3.6.2 Outcomes

This activity shall produce the following outcomes:

— The organizational objectivity of those responsible for the SQA function is defined and confirmed
by the organization.

— Those responsible for the SQA function have adequate resources and authority to permit objective
evaluations.

— Those responsible for the SQA function have adequate resources and authority to identify
problems, ensure problem resolutions are implemented, and verify the effectiveness of problem
resolutions.

— Those responsible for the SQA function are independent of the development organization. An
independent SQA is defined by three parameters: technical independence, managerial
independence, and financial independence.

— Those responsible for the SQA effort use personnel who are not involved in the development of the
system or its elements (technical independence).

— Those responsible for the SQA effort are vested in an organization separate from the development
and program management organizations (managerial independence).

— Those responsible for control of the SQA budget are vested in an organization independent of the
development organization (financial independence).

5.3.6.3 Tasks

To accomplish this activity, the following tasks shall be performed:

1)  The organization identifies the individuals and organizational entities responsible for the SQA
function of the product and project
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2)  The organization, including SQA, determines whether those responsible for the SQA function
have the organizational freedom to perform that activity in a manner that permits objective
evaluations

5.4 Product assurance activities

5.4.1 Defining product assurance

An important aspect of SQA is the establishment of confidence in the quality of the software products
produced by the project. The products are the software and related documentation. Related documentation
may include all those documents associated with the development, operation, support, maintenance, and
retirement of the software, including installation and administration. A product may also be a software
service provided to the acquirer.

The outcomes of the product assurance activities provides evidence that the software services, products,
and any related documentation are identified in and comply with the contract and any non-conformances
are identified and addressed. Product Assurance comprises these activities:

— Evaluate plans for conformance

— Evaluate product for conformance

— Evaluate product for acceptability

— Evaluate product life cycle support for conformance

—  Measure products
The SQA function confirms that software products are in conformance with established requirements. That
is, SQA enables software suppliers to produce, collect, and validate evidence that forms the basis for a
justified statement of confidence that the software product conforms to its established requirements. For

example, Product Assurance activities may include SQA personnel participating in project technical
reviews, software development document reviews, and software testing.

5.4.2 Evaluate plans for conformance to contracts, standards, and regulations

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.21 It shall be assured that all the plans required by the contract are documented, comply with the
contract, are mutually consistent, and are being executed as required.

5.4.2.1 Purpose

Determine whether plans required by the contract are documented. Determine whether plans conform to the
contract. Determine whether plans required by the contract comply with applicable laws, regulations, and
rules. Determine whether all the plans taken as a whole are consistent with each other.

5.4.2.2 Outcomes

This activity shall produce the following outcomes:
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— Plans required by the contract are identified and evaluated.
— Contractually imposed rules, regulations, and laws are identified and evaluated.

— Non-conformances are raised when project plans do not conform to the applicable, established
process requirements.

5.4.2.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Analyze the contract to identify the plans required by the contract.

2)  Evaluate (validate, verify, or review) project plans for conformance to the contract, determine
whether plans conform to the established process requirements.

3) Raise non-conformances when actual results do not agree with expectations.

4)  Evaluate (validate, verify, or review) plans for mutual consistency.

5.4.3 Evaluate product for conformance to established requirements

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.2.2 It shall be assured that software products and related documentation comply with the contract
and adhere to the plans.

5.4.3.1 Purpose

Determine the degree to which the software products and related documentation conform to established
requirements.

5.4.3.2 Outcomes

This activity shall produce the following outcomes:

— Software products and related documentation required by the contract are identified.

— Non-conformances are raised when software products do not conform to established software
requirements.

— Non-conformances are raised when related documentation does not conform to established
software requirements.

5.4.3.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1) Identify software products and related documentation required by the contract.

2) Identify the requirements allocated to the software products and related documentation.
Evaluate (validate, verify, or review) the results of the allocation process.

3) Evaluate (validate, verify, or review) software products for conformance against the
established software requirements.
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4) Evaluate (validate, verify, or review) related documentation for conformance against the
established software requirements.

5.4.4 Evaluate product for acceptability

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.2.3 In preparation for the delivery of the software products, it shall be assured that they have fully
satisfied their contractual requirements and are acceptable to the acquirer.

5.4.4.1 Purpose

Prior to delivery, determine the degree of confidence the supplier has that the established requirements are
satisfied and that the software products and related documentation will be acceptable to the acquirer.
Collect measurement data sufficient to support these satisfaction and acceptability decisions. A contract
may provide that the acquirer, prior to delivery, determine whether software products are acceptable.

5.4.4.2 Outcomes

This activity shall produce the following outcomes:

—  The supplier’s understanding of conditions for product acceptance is documented.

— Prior to delivery of the software products, the products’ conformance to the supplier’s
understanding of conditions for product acceptance is confirmed.

— Non-conformances are raised when software products do not conform to established software
requirements.

—  Prior to delivery of the software products, the acquirer may acknowledge that the software products
satisfy contractual obligations and are acceptable.

5.4.4.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Identify criteria for product acceptance. These conditions may be derived from the contract,
project plans, documentation, SQA reports, and other sources.

2) Determine whether the product conforms to the contract using techniques that include:
reviewing, auditing, testing, or evaluating the results of these techniques.

3)  Determine whether the product conforms to the documented acceptance requirements.
4)  Determine whether acquirer has the means to determine the criteria to accept the product.

5.4.5 Evaluate product life cycle support for conformance

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.34 It shall be assured that the acquirer and other parties are provided the required support and
cooperation in accordance with the contract, negotiations, and plans.
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5.4.5.1 Purpose

Determine whether the product support requirements identified in the project plans are consistent with the
contract and clearly identify the responsibilities of both the product delivery organization and the acquirer.

5.4.5.2 Outcomes

This activity shall produce the following outcomes:

—  The product life cycle support required by the contract is identified.
—  Product life cycle support plans conform to the contract.

— Non-conformances are raised, by the SQA function, when support plans do not conform to the
contract.

—  The acquirer’s contractual obligations for support and cooperation from the supplier are met.

5.4.5.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Analyze the contract to identify the required level of customer support.

2) Review customer support plans and determine whether the level of customer support is
consistent with contractual support requirements.

3) Identify SQA requirements regarding software customer support and include them in the
SQAP.

4) Monitor software customer support activities and raise non-conformances when these
activities are not performed as defined in the plan.

5) Measure and evaluate, on a regular basis, the level of support and cooperation with respect to
product support plan and identify issues.

5.4.6 Measure products

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.3.5 It should be assured that software product and process measurements are in accordance with
established standards and procedures.

5.4.6.1 Purpose

Determine whether product measurements demonstrate the quality of the products and conform to
standards and procedures established by the project.

5.4.6.2 Outcomes

This activity shall produce the following outcomes:

—  Software product measurements conform to project’s processes and plans, and conform to
standards and procedures established by the project or organization.

30
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

—  Software product measurements accurately represent software product quality.

— Software product measurements are shared with project stakeholders.

—  Software product measurements are performed on software products developed by the supplier as
well as all of the supplier’s subcontractors.

—  Software product measurements are presented to management for review and potential corrective
and preventive action.

— Non-conformances are raised when required measurement activities are not performed as defined in
project plans.
NOTE—Additional information about measurement can be found in IEEE 15939-2008 [B28].

5.4.6.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1))
2)

3)

4)

5)

6)

7)

Identify the standards and procedures established by the project or organization.

Determine whether proposed product measurements are consistent with standards and
procedures established by the project.

Determine whether the proposed product measurements are representative of product quality
attributes.

Analyze product measurement results to identify gaps and recommend improvements to close
gaps between measurements and expectations.

Evaluate product measurement results to determine whether improvements implemented as a
result of product quality measurements are effective.

Analyze product measurement procedures to confirm they are sufficient to satisfy the
measurement requirements defined in project’s processes and plans.

Perform Task 1 through Task 6, above, for software products developed by all subcontractors.

5.5 Process assurance activities

5.5.1 Defining process assurance

The outcomes of SQA process assurance activities make certain that the processes used to develop, install,
operate, and maintain software conform to the contract, comply with any imposed regulations, and are
adequate, efficient, and effective. “Adequate, efficient, and effective” means that the processes can, and do,
consistently produce software that conforms to established requirements and organizational considerations.
Depending on life cycle model processes, these outcomes are reported to project management, quality
management, and risk management.

Process Assurance comprises these activities:

— Evaluate life cycle processes for conformance

— Evaluate environments for conformance

— Evaluate subcontractor processes for conformance

— Measure processes

—  Assess staff skill and knowledge
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5.5.2 Evaluate life cycle processes and plans for conformance

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclauses:

7.2.3.3.31 It shall be assured that those software life cycle processes (supply, development, operation,
maintenance, and support processes including quality assurance) employed for the project comply with the
contract and adhere to the plans.

7.2.3.3.21 It shall be assured that all the plans required by the contract are documented, comply with the
contract, are mutually consistent, and are being executed as required.

5.5.2.1 Purpose

Determine whether the project life cycle processes and plans conform to the established process
requirements. Determine whether execution of software activities conform to the project’s processes and
plans.

5.5.2.2 Outcomes

This activity shall produce the following outcomes:

— Documented software life cycle processes and plans are evaluated for conformance to the
established process requirements.

— Project life cycle processes and plans conform to the established process requirements.

— Non-conformances are raised when software life cycle processes and plans do not conform to the
established process requirements.

— Non-conformances are raised when software life cycle processes and plans are not adequate,
efficient, or effective.

— Non-conformances are raised when execution of project activities does not conform to software life
cycle processes and plans.

— Subcontractor software life cycle processes and plans conform to the process requirements passed
down from the acquirer.

5.5.2.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1) Identify applicable process requirements that may affect the selection of a software life cycle
process.

2)  Determine whether the defined software life cycle processes selected by the project team are
appropriate, given the product risk.

3) Review project plans and determine whether plans are appropriate to meet the contract based
on the chosen software life cycle processes and relevant contractual obligations.

4)  Audit software development activities periodically to determine consistency with defined
software life cycle processes.

5)  Audit project team periodically to determine conformance to defined project plans.

6) Perform Task 1 through Task 5, above, for subcontractor’s software development life cycle.
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5.5.3 Evaluate environments for conformance

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.3.2 It shall be assured that the internal software engineering practices, development environment,
test environment, and libraries comply with the contract.

5.5.3.1 Purpose

Determine whether software engineering environments (SEE) and software test environments (STE)
conform to project processes and plans.

5.5.3.2 Outcomes

This activity shall produce the following outcomes:

— Software engineering environments are consistent with project plans.
— Software test environments are consistent with project plans.

— Non-conformances are raised when software engineering environments do not conform to project
plans.

— Non-conformances are raised when software test environments do not conform to project plans.

5.5.3.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1) Review the software engineering environments used by the project team to determine whether
they conform to the contract.

2)  Review the software engineering libraries used by the project team to determine whether they
conform to the contract and project plans.

3) Review the software test environments used by the project team to determine whether they
conform to the contract and project plans.

NOTE—SEEs and STEs often include software development tools. Such tools may require validation or evaluation as
determined by the contract or industry regulations.

5.5.4 Evaluate subcontractor processes for conformance

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.3.3 It shall be assured that applicable prime-contract requirements are passed down to the
subcontractor, and that the subcontractor's software products satisfy prime-contract requirements.

5.5.4.1 Purpose

Determine whether the subcontractor’s software processes conform to process requirements that have been
allocated from the acquirer.
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5.5.4.2 Outcomes

This activity shall produce the following outcomes:

Process requirements passed down to subcontractors are identified.

Non-conformances are raised when subcontractor software processes do not conform to process
requirements passed down from the supplier.

Subcontractor software processes conform to the established process requirements.

Non-conformances are raised when a subcontractor’s software processes do not conform to the
established process requirements.

5.5.4.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1) Identify process requirements from the supplier and, if appropriate, from the acquirer that are
allocated to the subcontractor.

2)  Determine whether subcontractor software processes are defined.

3)  Determine whether subcontractor software processes conform to project processes and plans.

5.5.5 Measure processes

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.3.5 It should be assured that software product and process measurements are in accordance with
established standards and procedures.

5.5.5.1 Purpose

Determine whether the process measurements support effective process management and conform to the
project’s processes and plans and conform to established standards and procedures.

5.5.5.2 Outcomes

This activity shall produce the following outcomes:

Software process measurement activities conform to project’s processes and plans.

Software process measurement activities conform to standards and procedures established for the
project or organization.

Reports documenting software measurement results are prepared and reviewed with project
stakeholders and management.

Non-conformances are raised when software measurement activities do not conform to project’s
processes and plans.

Software process measurements accurately represent software process quality.
Software process measurements are shared with project stakeholders.

Software process measurements are performed on all of the project’s and subcontractors’ processes.

NOTE—Additional information about measurement can be found in IEEE 15939-2008 [B28].
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5.5.5.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Identify the standards and procedures established for the project or organization.

2)  Evaluate whether the process measurement activities are being executed in conformance to
the project’s processes and plans.

3) Evaluate whether the process measurement activities conform to standards and procedures
established by the project and the organization.

4) Analyze process measurement procedures to confirm they are sufficient to satisfy the
measurement requirements defined in project’s processes and plans.

5) Review the process measurement plan to determine whether the SQA function’s measurement
needs are addressed.

6) Analyze process measurement procedures to confirm they are sufficient to satisfy the
measurement requirements defined in project plans and the contract.

7)  For each subcontractor, perform Task 1 through Task 6, above, for each of their software
processes.

5.5.6 Assess staff skill and knowledge

This subclause addresses the following ISO/IEC/IEEE 12207:2008 subclause:

7.2.3.3.3.6 It shall be assured that the staff assigned have the skill and knowledge needed to meet the
requirements of the project and receive any necessary training.

5.5.6.1 Purpose

Determine whether staff assigned to the project have the required knowledge, skill, competencies, and
abilities to perform the tasks required for their roles.

5.5.6.2 Outcomes

This activity shall produce the following outcomes:

— Gaps in project staff education and training are identified.

— Education and training plans include knowledge transfer activities to propagate training, awareness,
competence, and proficiency across resources.

— Education and training plans to close the identified gaps are documented.

— Non-conformances are raised when education and training results do not conform to plans.
— Education and training assessments of new project team members are conducted.

— Education and training plans are monitored and tracked.

—  The required skill levels of every project role are defined in appropriate project plans.

— Skill development records or training records that demonstrate skill competence are complete and
available.
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5.5.6.3 Tasks

To accomplish this activity, the SQA function shall perform the following tasks:

1)  Audit the skill and knowledge needs of the project and compare to skill and knowledge of the
organization’s staff and identify any gaps.

2) Determine whether skills and knowledge development plans are in place and are being
executed to fill the identified gaps and to accomplish required knowledge transfer.

3)  Determine whether the skills and knowledge needs of the project have changed.

4)  Determine whether new team members are assessed and that all prepared individual skill and
knowledge development plans are being monitored and tracked to completion.

5) Review personnel training records on a regular basis.
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Annex A
(informative)

Mapping between 7.2.3 of ISO/IEC/IEEE 12207:2008 and IEEE Std 730-2014

There are four outcomes identified in 7.2.3 of ISO/IEC/IEEE 12207:2008 that the software quality
assurance (SQA) function is to provide. The four outcomes are accomplished by activities in IEEE Std 730-
2014. Table A.1 below shows how these four outcomes map to clauses of IEEE Std 730-2014.

Table A.1—Mapping between 7.2.3 of ISO/IEC/IEEE 12207:2008 and IEEE Std 730-2014

ISO/IEC/IEEE 12207:2008 IEEE Std 730-2014 subclauses that address each
Software Quality Assurance Qutcomes outcome

A. A strategy for conducting quality 5.3.1  Establish the SQA processes

assurance is developed. 5.3.2  Coordinate with related software processes

5.3.3  Document SQA planning

5.3.6  Evaluate organizational independence and

objectivity
B. Evidence of software quality assuranceis | 5.3.4  Execute the SQA Plan
produced and maintained. 535  Manage SQA records
C. Problems and/or non-conformance with 5.4.2  Evaluate plans for conformance to contracts,
requirements are identified and recorded. standards, and regulations

5.4.3  Evaluate product for conformance to established
requirements

5.4.4  Evaluate product for acceptability

5.4.5  Evaluate product life cycle support for
conformance

5.4.6  Measure products

5.5.2  Evaluate life cycle processes and plans for
conformance

5.5.3  Evaluate environments for conformance

5.54  Evaluate subcontractor processes for conformance
5.5.5  Measure processes

5.5.6  Assess staff skill and knowledge

D. Adherence of products, processes and 5.4.6  Measure products
activities to the applicable standards, 555

. i Measure processes
procedures and requirements are verified.

5.3.5 Manage SQA records

The 16 SQA activities identified in Clause 5 of this standard represent activities that span the entire
system/software development life cycle. The role of SQA on a system or software development project is to
be viewed as broadly as possible at first and then narrowed based on several factors, including but not
limited to the following:
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Contractual agreement between acquirer and supplier.

Existence of a supplier organizational Quality Management function.

Product risk associated with the proposed system or software .

SQA adds value and plays an important role in all of the ISO/IEC/IEEE 12207:2008 process areas.

Figure A.1 (shown as a series of three images), below, illustrates the relationship between each of the
ISO/IEC/IEEE 12207:2008 process areas and the SQA function as defined in this standard. It is expected
that each software or system development project team will tailor the SQA role using the criteria above

along with other relevant criteria.

Software Support Processes.
18O 12207
Clauses 7.2.1thru 7.2.8

[ Organizational Quality Management )

SQA Plan
Task Reports

Problem/Anomaly Reports
Non-conformances
Effectiveness of Corrective Actions

P

Project Processes
ISO 12207
Clauses 6.3.1 - 6.3.7

Software Documentation :
Documentation Plan Project Management Plan Project Planning
Resource request Process
Software Configuration Configuration Management Plan
Management Process Configuration Status Reports Problem report Project 1t
Prug'resls report and Control Process
Monitering and control report
ASSQL?::LZQF‘:;E:I;S Software Quality Assurance Plan————
Software Report Decision
Quality Problem Reports Management Process
Software Verification Plan Assurance
Verification Process Verification Report Risk Management Plan
ot Validation Plan 15012207 b Improvement Plan Risk Management
onvmrs {— Validation Test Specification ———————————| g Risk Action Request Process
idati lause itori
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Software Review ; " o Configuration
Review inutes CM pianane pOIlcy
. Audit Procedure
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Figure A.1—Relationship of ISO/IEC/IEEE 12207:2008 process and the SQA function
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Software Implementation
Processes SO 12207
Clauses 7.1.1 thru 7.1.7
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Figure A.1—Relationship of ISO/IEC/IEEE 12207:2008 process and the SQA function
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Annex B
(informative)
Mapping between SQA Plan outlines contained in IEEE Std 730-2002 and

IEEE Std 730-2014

This annex provides a cross reference between the Software Quality Assurance Plan (SQAP) outlines given
in IEEE Std 730-2002 and IEEE Std 730-2014. Table B.1 presents the SQAP outline from IEEE Std 730-
2002 and shows where the information would be found in the IEEE Std 730-2014 SQAP outline. Table B.2
presents the SQAP outline from IEEE Std 730-2014 and shows where the information would be found in
the IEEE Std 730-2002 SQAP outline. This annex can be used as an aid to organizations transitioning from
an earlier version of this standard to the current version.

Table B.1—SQA plan outline cross-reference IEEE Std 730-2002 and IEEE Std 730-2014

IEEE Std 730-2002 SQAP Outline IEEE Std 730-2014 SQAP Outline
Section numbers refer to sections in the plan Section numbers refer to sections in the plan
outline in Clause 4. outline in Figure 5.
1. Purpose 1. Purpose and scope
2. Reference documents 3. Reference documents
3. Management 4.  SQA plan overview
3.1 Organization 4.1 Organization and independence
3.2 Tasks 5.  Activities, outcomes, and tasks
3.3 Roles and Responsibilities 4.1 Organization and independence
3.4 Quality Assurance Estimated Resources 4.5 Effort, resources, and schedule
4. Documentation 5. Activities, outcomes, and tasks
4.1 Purpose

4.2 Minimum Documentation Requirements

4.2.1 Software requirements description
(SRD)

4.2.2 Software design description (SDD)
4.2.3 Verification and validation plans

4.2.4 Verification results report and
validation results report

4.2.5 User documentation

4.2.6 Software configuration
management plan (SCMP)

4.3 Other documentation

5. Standards, practices, conventions, and metrics 4.4 Standards, practices, and conventions
5.1 Purpose
5.2 Content
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Table B.1—SQA plan outline cross-reference IEEE Std 730-2002 and IEEE Std 730-2014
(continued)

IEEE Std 730-2002 SQAP Outline

Section numbers refer to sections in the plan
outline in Clause 4.

IEEE Std 730-2014 SQAP Outline

Section numbers refer to sections in the plan
outline in Figure 5.

6. Software reviews
6.1 Purpose
6.2 Minimum requirements

6.2.1 Software specifications review
(SSR)

6.2.2 Architecture design review
(ADR)

6.2.3 Detailed design review (DDR)

6.2.4 Verification and validation plan
review

6.2.5 Functional audit
6.2.6 Physical audit

6.2.7 In-process audits
6.2.8 Managerial reviews

6.2.9 Software configuration
management plan review
(SCMPR)

6.2.10 Post-implementation review

6.3 Other reviews and audits

5. Activities, outcomes, and tasks

7. Test

5. Activities, outcomes, and tasks

Problem reporting and corrective action

5.  Activities, outcomes, and tasks

9. Tools, techniques, and methodologies

4.3 Tools

10. Media control

5.1 Product assurance

11. Supplier control

6.1 Contract review

12. Records collection, maintenance, and
retention

7.  SQA Records

13. Training

4.5 Effort, resources, and schedule

14. Risk management

4.2 Software product risk

15. Glossary

2. Definitions and acronyms

16. SQAP change procedure and history

(Intended to be included in the SQAP but not
identified as a separate section in this standard.)
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Table B.2—SQA plan outline cross-reference IEEE Std 730-2014 and IEEE Std 730-2002

IEEE Std 730-2014 SQAP Outline IEEE Std 730-2002 SQAP Outline
Section numbers refer to sections in the plan Section numbers refer to sections in the plan
outline in Figure 5. outline in Clause 4.
1. Purpose and scope 1. Purpose
2. Definitions and acronyms 15. Glossary
3. Reference documents 2. Reference documents
4. SQA plan overview 3. Management
4.1 Organization and independence 3.1 Organization

3.3 Roles and Responsibilities

4.2 Software product risk 14. Risk management

4.3 Tools 9.  Tools, techniques, and methodologies

4.4 Standards, practices, and conventions 5. Standards, practices, conventions, and metrics
4.5 Effort, resources, and schedule 3.4 Quality Assurance Estimated Resources

5. Activities, outcomes, and tasks

5.1 Product assurance 10. Media control

5.2 Process assurance

6  Additional considerations

6.1 Contract review 11.  Supplier control

6.2 Quality measurement

6.3 Waivers and deviations

6.4 Task repetition
6.5 Risk to performing SQA

6.6 Communications strategy

6.7 Non-conformance process 8. Problem Reporting and Corrective Action
7  SQA records 12. Records collection, maintenance, and retention
7.1 Analyze, identify, collect, file, maintain 12. Records collection, maintenance, and retention

and dispose

7.2 Availability of records 12. Records collection, maintenance, and retention
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Annex C
(informative)

Guidance for creating Software Quality Assurance Plans

C.1 Introduction

This annex provides guidance in creating Software Quality Assurance Plans (SQAPs). This annex can help
identify appropriate Software quality assurance (SQA) activities and tasks when preparing a project SQAP.
This annex can also be used by the SQA team as the project progresses.

The information in this annex is presented in the form of questions. Some questions can be used in the
planning phase to help create an appropriate SQAP, and other questions can be used to help the SQA team
when executing the SQAP. Together, these questions are used to encourage discussion between the SQA
team, the project team, and the organization as a whole.

As described in this standard, SQA activities are planned and executed in a manner that is commensurate
with product risk—the higher the product risk, the greater the breadth and depth of SQA activities. The
questions included in this annex are intended to prompt further questions and deeper probing for those
projects where product risk is high. Similarly, these questions can also be used to tailor the SQA Plan for
those projects where product risk is lower. Refer to 1.5 of this standard for more information on
conformance and tailoring.

Asking appropriate questions both when planning the SQA project activities and when executing SQA
project activities can help do the following:

— Promote constructive dialogue within the project team as well as between supplier and acquirer.

— Understand and interpret the requirements of this standard in a manner that is more consistent with
the needs of the supplier and the acquirer.

— Prepare a more complete and appropriate SQAP as a result of constructive dialogue.

— Prepare an organization for a compliance audit in situations in which compliance with this standard
is mandatory.

Organizations use these questions as a guide and supplement them to meet their own needs as well the
needs of acquirers. When appropriate, additional questions are used to help ensure that the breadth and
depth of SQA tasks and activities is in fact commensurate with product risk.

Table C.1 shows the correspondence between subclauses 5.3, 5.4, and 5.5 of this standard to the sections of
the SQA Plan outline, shown in Figure 5 of this standard.
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Table C.1—Mapping between ISO/IEC/IEEE 12207:2008 and IEEE Std 730-2014

SQA Activities defined in this standard

Section of the SQA Plan outline where these
activities are addressed

5.3 SQA process implementation activities

5.3.1 Establish the SQA processes Not covered in SOA Plan since this activity occurs
before project starts
5.3.2 Coordinate with related software processes | 4.1 Organization and Independence
5.3.3 Document SQA planning Writing the SOA Plan
5.3.4 Execute the SQA Plan Executing the SOQA Plan
5.3.5 Manage SQA records 7. SQA Records
5.3.6 Evaluate organizational independence and | 4.1 Organization and Independence
objectivity

5.4 Product assurance activities

5.4.1 Defining product assurance

Not an activity

5.4.2 Evaluate plans for conformance to

contracts, standards, and regulations

5.1.1 Evaluate Plans for Conformance

5.4.3 Evaluate product for conformance to

established requirements

5.1.2 Evaluate Product for Conformance

5.4.4 Evaluate product for acceptability 5.1.3 Evaluate Plans for Acceptability

5.4.5 Evaluate product life cycle support for 5.1.4 Evaluate Product Life Cycle Support for
conformance Conformance

5.4.6 Measure products 5.1.5 Measure Products

5.5 Process assurance activities

5.5.1 Defining process assurance Not an activity

5.5.2 Evaluate life cycle processes and plans for | 5.2.1 Evaluate Life cycle Processes for
conformance Conformance

5.5.3 Evaluate environments for conformance 5.2.2 Evaluate Environments for Conformance

5.5.4 Evaluate subcontractor processes for 5.2.3 Evaluate Subcontractor Processes for
conformance Conformance

5.5.5 Measure processes 5.2.4 Measure Processes

5.5.6 Assess staff skill and knowledge 5.2.5 Assess Staff Skill and Knowledge

Table C.2 shows the correspondence between the sections of the SQA Plan (as shown in Figure 5 of this

standard) and the activities identified in this standard.
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Table C.2—Mapping between SQA Plan and IEEE Std 730-2014

SQA Plan Section SQA Activities defined in this standard
1 Purpose and scope
2 Definitions and acronyms Introductory information — not covered in this
3 Reference documents standard.
4 SQA plan overview
4.1 Organization and independence 5.3.6 Evaluate organizational independence and
objectivity
4.2 Software product risk 5.3.3 Document SQA planning
4.3 Tools 5.5.3 Evaluate environments for conformance
4.4 Standards, practices, and conventions 5.5.2 Evaluate life cycle processes and plans for
conformance
4.5 Effort, resources, and schedule 5.3.3 Document SQA planning
5 Activities, outcomes and tasks
5.1 Product assurance
5.1.1 Evaluate plans for conformance 5.4.2 Evaluate plans for conformance to contracts,
standards, and regulations
5.1.2 Evaluate product for conformance 5.4.3 Evaluate product for conformance to
established requirements
5.1.3 Evaluate product for acceptability 5.4.4 Evaluate product for acceptability
5.1.4 Evaluate product life cycle support for 5.4.5 Evaluate product life cycle support for
conformance conformance
5.1.5 Measure products 5.4.6 Measure products
5.2 Process assurance
5.2.1 Evaluate life cycle processes for 5.5.2 Evaluate life cycle processes and plans for
conformance conformance
5.2.2 Evaluate environments for conformance 5.5.3 Evaluate environments for conformance
5.2.3 Evaluate subcontractor processes for 5.5.4 Evaluate subcontractor processes for
conformance conformance
5.2.4 Measure processes 5.5.5 Measure processes
5.2.5 Assess staff skill and knowledge 5.5.6 Assess staff skill and knowledge
6 Additional considerations
6.1 Contract review Not explicitly defined in this standard
6.2 Quality measurement 5.4.6 Measure products

5.5.5 Measure processes

6.3 Waivers and deviations Not explicitly defined in this standard
6.4 Task repetition Not explicitly defined in this standard
6.5 Risks to performing SQA Not explicitly defined in this standard
6.6 Communications strategy Not explicitly defined in this standard
6.7 Non-conformance process Not explicitly defined in this standard

46
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

Table C.2—Mapping between SQA Plan and IEEE Std 730-2014 (continued)

SQA Plan Section SQA Activities defined in this standard
7 SQA records
7.1 Analyze, identify, collect, file, maintain and 5.3.5 Manage SQA records
dispose
7.2 Availability of records 5.3.5 Manage SQA records

C.2 Organization of this annex

This annex presents the SQAP Outline as shown in Figure 5 of this standard. The text included in the
outline below is intended to help users of this standard understand the intent and content of each section of
the SQAP when preparing an SQAP for a project.

For each section of the SQA Plan Outline, one or two tables are included. One table contains questions
intended to help when planning SQA activities, and the other table has questions that can be raised as the
project progresses.

The information included in the SQA Outline shown in Figure 5 is normative and is to be included in all
SQA plans. If a particular section is not applicable to a project, a placeholder is included with a justification
for why the section is not applicable. Additional sections beyond those identified in Figure 5 can be

included in the SQAP.

Required outcomes associated with performing SQA activities and tasks are identified in Clause 5 of this
standard. These outcomes are addressed in the appropriate sections of the SQAP.

In most cases, suggested inputs (information items) are included that may be helpful when preparing and
executing the SQAP.

C.3 Guidance

The following represents all required sections in the SQAP outline shown in Figure 5 of this standard.

C.3.1 SQAP sect. 1 Purpose and scope

This section of the SQAP identifies and describes the purpose and scope of the SQAP for the specific
project. Refer to 5.1 of this standard for a description of the purpose of SQA. Table C.3 shows questions
and suggested inputs related to Purpose and Scope to consider asking during the Project Planning Phase.
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Table C.3— Questions and suggested inputs related to Purpose and Scope to consider
asking during Project Planning Phase

Questions Suggested inputs
— Is the project scope clearly defined and well-understood? — Acquisition Plan
— Is the SQA role on this project understood by the acquirer, the — Contract

S . o .
organization, the project team and the SQA team? — Concept of operations

— Are potential product risks known and well-documented?

— Are potential product risks understood so that SQA activities can be
planned in a manner commensurate with product risk?

C.3.2 SQAP sect. 2 Definitions and acronyms

This section of the SQAP defines all relevant terms and acronyms used in the SQAP. If it is known,
definitions include a source.

C.3.3 SQAP sect. 3 Reference documents

This section of the SQAP identifies all applicable standards, industry-specific regulations and compliance
documents, documents referenced by the SQAP, and any relevant supporting documents. Supporting
documents may include applicable professional, industry, government, corporate, organizational, and
project-specific references. Table C.4 shows questions and suggested inputs related to Reference
Documents to consider asking during the Project Planning Phase.

Table C.4—Questions and suggested inputs related to Reference Documents to consider
asking during Project Planning Phase

Questions Suggested inputs
— What government regulations are applicable to this project? — Contract
— What specific standards are applicable to this project? — Acquisition Plan
— What organizational reference documents (such as standard operating | — Project Plans

procedures, coding standards, document templates, etc.) are
applicable to this project?

— Document Plan

— What project-specific reference documents are applicable to this
project?

— Is SQA expected to assess compliance with applicable regulations,
standards, organizational documents, and project reference
documents?

— What reference documents are appropriate to include in the SQAP?

C.3.4 SQAP sect. 4 SQA plan overview

This section of the SQAP provides an overview of SQA processes and an introduction to the following
topics:

— Organization and independence

— Software product risk
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— Tools
— Standards, practices, and conventions

— Effort, resources, and schedule

When writing the SQAP, remember that an effective SQA Process is one that:

— Identifies what to do,

— How to do it well,

— How to confirm it gets done right,

— How to measure and track it,

— How to learn from measures to manage and improve it, and

— How to encourage using it to improve software product quality.

C.3.4.1 SQAP sect. 4.1 Organization and independence

This section of the SQAP identifies the parties responsible for performing SQA for the project and defines
reporting relationships between SQA and Project Management, Software Development, and organizational
Quality Management. These relationships are often represented by a functional organization chart. This
section also shows the general flow of information items between all relevant parties.

If subcontractors are involved, the relationships and information flow between SQA and those
subcontractors are also be shown.

This section of the SQAP also identifies project-specific roles and responsibilities related to coordinating
with related software processes as defined in 5.3.2 of this standard. Refer to 5.3.2 of this standard for
specific outcomes included in this section of the SQAP.

This section of the SQAP also describes the level of organizational objectivity as described in subclause
5.3.6 of this standard. Outcomes are defined in 5.3.6 of this standard.

This section of the SQAP also defines the degree of independence of the organization performing the SQA
function. There are three parameters that can be used to define independence: technical independence,
managerial independence, and financial independence.

Technical independence requires that SQA utilize personnel who are not involved in the development of
the system or its elements. SQA forms its own assessments of all project activities. Technical independence
is an important method to detect subtle errors overlooked by those too close to the solution.

Managerial independence requires that responsibility for SQA be vested in an organization separate from
the software development and program management organizations. Managerial independence also means
that SQA independently selects segments of software to analyze and test, chooses techniques, defines the
schedule of SQA activities, and selects the specific technical issues and problems to act upon. The SQA
effort provides its findings in a timely fashion simultaneously to both the software development and
program management organizations.

Financial independence requires that control of the SQA budget be vested in an organization independent
of the software development organization. This independence prevents situations in which SQA cannot

complete its activities because funds have been diverted or adverse financial pressures or influences have
been exerted.
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Table C.5 shows questions and suggested inputs related to Organization and independence to consider
asking during the Project Planning Phase. Table C.6 shows questions and suggested inputs related to
Organization and independence to consider asking during the Project Executing Phase.

Table C.5—Questions and suggested inputs related to Organization and independence to
consider asking during Project Planning Phase

Questions Suggested inputs
— Have deficiencies in the organization’s SQA policy been identified — Organizational Quality
and documented? Policy
— Has Management established a method for monitoring the execution | — Contract

of SQA activities, tasks, and outcomes along with a method for
providing feedback to the SQA function?

— Has Management established an effective and appropriate policy
defining and governing SQA roles and responsibilities?

— Has Management established an SQA function with sufficient
influence over software processes, including an effective reporting
line independent of the software development group?

— Has Management established responsibility for supervising a project’s
SQA function by an individual independent of both the project
manager and software development manager?

— Has Management established a method to enable projects to learn
from the experiences of previous projects, if the SQA function is
being established for more than one project?

— Does the SQA process exist independently of SQA processes
established for individual projects?

— Have adequate resources, including sufficient numbers of suitably
skilled and trained people as well as sufficiently capable tools and
equipment, been identified for the project as well as for other projects
if the SQA function is being established for multiple projects?

— Has the degree of independence (technical, managerial, and financial)
been defined?

— Is the defined degree of independence appropriate given the potential
product risk and the requirements of the contract?
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Table C.6—Questions and suggested inputs related to Organization and independence to
consider asking during Project Executing Phase

Questions Suggested inputs
— Has an appropriate and effective strategy for conducting quality — SQAP
assurance been developed? — SQA Records

o . L o
Has evidence of SQA been produced and maintained? —_ Non-conformances

— Have problems and non-conformances with requirements been

. . — Corrective Actions
identified and recorded?

S . — P tive Acti
— Have identified problems been addressed appropriately and reventive Actions

effectively?
— Have non-conformances been appropriately and effectively resolved?
— Have corrective actions been reviewed for effectiveness?
— Have preventive actions been reviewed for effectiveness?

— Has root cause analysis been routinely used to determine the root
causes of product and process non-conformances?

— Has adherence of products, processes, and activities to the applicable
standards, procedures, and requirements been verified?

— Does SQA have the necessary autonomy to provide truly objective
technical assessments to project management as well as to
organizational quality management without fear of recrimination?

C.3.4.2 SQAP sect. 4.2 Software product risk

Software Product Risk refers to the inherent risks associated with use of the software product (e.g., safety
risk, financial risk, security risk, etc.). Software product risk is distinguished from project management risk.
Techniques for addressing software product risk are discussed in 4.6.2 of this standard and in Annex J of
this standard.

This section of the SQAP states that activities and tasks identified in this plan are performed in a manner
commensurate with the defined software product risk. Refer to Annex I of this standard for suggested tasks
and outcomes included in this section of the SQAP. Table C.7 shows questions and suggested inputs related
to Software Product Risk to consider asking during the Project Planning Phase. Table C.8 shows questions
and suggested inputs related to Software Product Risk to consider asking during the Project Executing
Phase.
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Table C.7—Questions and suggested inputs related to Software Product Risk to consider

asking during Project Planning Phase

Questions

Suggested inputs

Are potential product risks known and well-documented?

Are potential product risks understood so that SQA activities can be
planned in a manner commensurate with product risk?

Has the scope of product risk management to be performed been
determined?

Have appropriate product risk management strategies been defined
and implemented?

Will a software integrity level (see Annex I) be established, if
appropriate?

Does the project team have adequate training in product risk
management techniques?

Is the project team planning to adjust their activities and tasks in a
manner commensurate with product risk?

Are the breadth and depth of planned SQA activities commensurate
with product risk?

Acquisition Plan
Contract
Concept of operations

Risk Management
Plan

Table C.8—Questions and suggested inputs related to Software Product Risk to consider
asking during Project Executing Phase

Questions

Suggested inputs

Are risks identified and analyzed as they develop?

Has the priority in which to apply resources to treatment of these
risks been determined?

Are risk measures appropriately defined, applied, and assessed to
determine changes in the status of risk and the progress of the
treatment activities?

Has appropriate treatment been taken to correct or avoid the impact
of risk based on its priority, probability, and consequence or other
defined risk threshold?

Has a software integrity level scheme been defined for the project?

Has the software integrity level scheme been reviewed and
determined to be appropriate?

Has a software integrity level (see Annex I) been established, if
appropriate?

Has a set of assurance cases been prepared?

Have the assurance cases been reviewed and determined to be
appropriate and complete?

Has an appropriate risk assessment been performed and
documented?

Risk Management Plan
Improvement Plan

Monitoring and Control
Report

Risk Action Request
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C.3.4.3 SQAP sect. 4.3 Tools

This section of the SQAP describes tools to be used by SQA to perform specific tasks. These may include a
variety of software tools to be used as part of the SQA process. Appropriate acquisition, documentation,
training, support, validation, and qualification information for each tool is included in the SQAP. Table C.9
shows questions and suggested inputs related to Tools to consider asking during the Project Planning
Phase. Table C.10 shows questions related to Tools to consider asking during the Project Executing Phase.

Table C.9—Questions and suggested inputs related to Tools to consider asking during
Project Planning Phase

Questions Suggested inputs

— Have adequate resources, including sufficiently capable tools and — Project Plans
equipment, been identified for the project as well as for other projects
if the SQA function is being established for multiple projects?

— Are all tools planned to be used by SQA on this project completely
identified, including: supplier, version or release number, system
platform requirements, tool description, numbers of concurrent users,
etc.?

— Based on product risk, do these tools require validation before they
can be used on this project?

— Is training in the effective use of SQA tools required and, if so, is
training planned?

Table C.10—Questions related to Tools to consider asking during Project Executing Phase

Questions

— Have any additional SQA tools been added during the project?
— Have additional tools been properly identified and validated, if appropriate?

— Have records of tool validation been created and filed properly, if appropriate?

C.3.4.4 SQAP sect. 4.4 Standards, practices and conventions

This section of the SQAP identifies standards, practices, and conventions to be used in performing
activities and tasks and for creating outcomes. Table C.11 shows questions and suggested inputs related to
Standards, Practices, and Conventions to consider asking during the Project Planning Phase. Table C.12
shows questions related to Standards, Practices, and Conventions to consider asking during the Project
Executing Phase.
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Table C.11—Questions and suggested inputs related to Standards, Practices, and
Conventions to consider asking during Project Planning Phase

Questions Suggested inputs

— Have all laws, regulations, standards, practices, conventions, and — Contract
rules been identified?

— Have specific criteria and standards against which all project plans are
to be evaluated been identified and shared within the project team?

— Have specific criteria and standards against which software life cycle
processes (supply, development, operation, maintenance, and support
processes including quality assurance) are to be evaluated been
identified and shared with the project team?

Table C.12—Questions related to Standards, Practices, and Conventions to consider
asking during Project Executing Phase

Questions

— Have all plans been reviewed against defined criteria and standards?
— Have all plans been reviewed to assess consistency with contract?
— Have software products been reviewed for consistency with plans and the contract?

— Have periodic reviews and audits been performed to determine if software products fully satisfy
contractual requirements?

— Have software life cycle processes been reviewed against defined criteria and standards?
— Has the contract been reviewed to assess consistency with software products?
— Have any issues and non-conformances been reported?

— Have reported issues and non-conformances been tracked to closure?

C.3.4.5 SQAP sect. 4.5 Effort, resources and schedules

This section includes estimates of the effort required to complete the activities, tasks, and outcomes as
defined in the SQAP.

This section identifies appropriately qualified SQA personnel and defines their specific responsibilities and
authority within the context of the project.

This section also identifies additional SQA resources, including facilities, lab space, and special procedural
requirements (e.g., security access rights and documentation control) that are required to perform SQA
activities.

This section includes a list of critical SQA project milestones and a schedule of planned SQA activities,
tasks, and outcomes. Table C.13 shows questions and suggested inputs related to Effort, Resources, and

Schedules to consider asking during the Project Planning Phase. Table C.14 shows questions related to
Effort, Resources, and Schedules to consider asking during the Project Executing Phase
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Table C.13—Questions and suggested inputs related to Effort, Resources, and Schedules
to consider asking during Project Planning Phase

Questions Suggested inputs
— Can estimated effort and schedules be based on past projects? — Schedules from past
— Can resource requirements for this project be determined based on projects
past projects? — SQA Staff skills
matrix

— What resources (lab spaces, servers, software, databases, operating
systems, security rights, document control, etc.) are required for this
project?

— Is effort based on factual information rather than “gut feel”?

— What estimating and scheduling technique can be used for this
project?

— Are estimating and scheduling tools required?

Table C.14—Questions related to Effort, Resources, and Schedules to consider asking
during Project Executing Phase

Questions

— Has the SQA schedule been updated to reflect changes to the project?

— Has the SQA schedule been updated to reflect activities and tasks that were not foreseen at the
beginning of the project?

— Has the SQA schedule been updated to reflect staff changes and turnover?

— Does SQA need additional resources (lab spaces, servers, software, databases, operating systems,
security rights, document control, etc.) to complete its work on schedule?

— Does SQA need additional staff to complete its work on schedule?

C.3.5 SQAP sect. 5 Activities, outcomes, and tasks

This section of the SQAP addresses product and process assurance activities, outcomes, and tasks.

C.3.5.1 SQAP sect. 5.1 Product assurance

This section of the SQAP defines specific activities, outcomes, and tasks associated with Product
Assurance. Product assurance is defined in 5.4 of this standard and determines whether the software
product conforms to the contract and established product requirements.

An important aspect of SQA is the establishment of confidence in the quality of the software products
produced by the project. These products include not only the software and related documentation but also
the plans associated with the development, operation, support, maintenance, and retirement of the software.
A product may also be a software service provided to the acquirer. The outcome of the product assurance
activities provides evidence that the software services, products, and any related documentation are
identified in and comply with the contract and any non-conformances are identified and addressed.

Product Assurance comprises three activities:

— Evaluate plans for conformance

— Evaluate product for conformance
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— Evaluate product for acceptability

Product Assurance activities provide confidence that software products are developed in conformance to
established product requirements, project plans, and contractual requirements.

Product Assurance activities may include SQA personnel participating in project technical reviews,
software development document reviews, and software validation testing. The activity produces reports that
describe the adequacy of requirements defined in the contract and the degree of conformance of the
software products or services performed to the requirements identified in the contract and applicable plans,
regulations and standards. These reports are reviewed with appropriate stakeholders to determine
acceptability.

C.3.5.1.1 SQAP sect. 5.1.1 Evaluate plans for conformance

This section of the SQAP includes activities and tasks for evaluating the degree to which all plans required
by contract have been prepared and are consistent with the contract and with each other. Required
outcomes for this activity are defined in 5.4.2 of this standard. Table C.15 shows questions and suggested
inputs related to Evaluating Plans for Conformance to consider asking during the Project Planning Phase.
Table C.16 shows questions and suggested inputs related to Evaluate Plans for Conformance to consider
asking during the Project Executing Phase.

Table C.15—Questions and suggested inputs related to Evaluating Plans for Conformance
to consider asking during Project Planning Phase

Questions Suggested inputs

— Has the SQA function defined an activity to determine if all plans — Project Plan
required by the contract have been identified in the Project Plan as

; . — Contract
being required?

— Is the scope of the work for the project accurately defined in Project
Plans?

— Have the development and test environments been sized and
appropriately planned?

— Have project-specific roles and responsibilities with respect to all of
the following processes that apply to the project been appropriately
identified in Project Plans?

— Software Implementation Processes (7.1 of ISO/IEC/IEEE
12207:2008)

— Software Support Processes (7.2 of ISO/IEC/IEEE 12207:2008)
— Software Reuse Processes (7.3 of ISO/IEC/IEEE 12207:2008)
— Agreement Processes (6.1 of ISO/IEC/IEEE 12207:2008)

— Project Processes (6.3 of ISO/IEC/IEEE 12207:2008)

— Technical Processes (6.4 of ISO/IEC/IEEE 12207:2008)

— Has the SQA function identified roles and responsibilities with
respect to the Organizational Quality Management Process (6.2.5 of
ISO/IEC/IEEE 12207:2008)?

— Has the SQA function defined an activity related to periodically
monitoring project progress and determining if progress is being
accurately reported?

e Has an appropriate and effective problem management strategy been
developed?
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Table C.15—Questions and suggested inputs related to Evaluating Plans for Conformance
to consider asking during Project Planning Phase (continued)

Questions Suggested inputs
— Has an appropriate and effective software configuration management | — Configuration
strategy, including change control processes, been developed? Management Plan

— Has the completeness and consistency of configuration items been
ensured?

— Has the storage, handling, and delivery of configuration items been
controlled?

— Has the documentation to be produced during the life cycle of the — Documentation Plan
software product or service been identified?

— Have standards, regulations, and corporate policies to be applied for
the development of the software documentation been identified?

— Are the documents to be produced in conformance with the Project
Plan and the contract?

— Has the content and purpose of all documentation been specified,
reviewed, and approved?

— Have the required characteristics and context of use of services been | — System Requirements
specified? Specification

— Have all relevant key stakeholders been identified?

— Has traceability of stakeholder requirements to stakeholders and their
needs been achieved?

— Have relevant industry standards and regulatory requirements been
identified?

— Have specific requirements resulting from industry standards and
regulatory requirements been identified and documented?

— Are software development and SQA tools used on the project to be
validated prior to use?

— Is the basis for defining the system requirements described?
— Is the basis for validating the conformance of the services defined?

— Has a basis for negotiating and agreeing to supply a service or product
been provided?

— Has a suitable strategy been developed to integrate the system — Integration and Test
according to the priorities of the system requirements? Report
— Have suitable criteria been developed to verify compliance with the — Evaluation Report

system requirements allocated to the system elements, including the
interfaces between system elements?
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Table C.16—Questions and suggested inputs related to Evaluate Plans for Conformance to
consider asking during Project Executing Phase

Questions Suggested inputs
— Does every plan required by contract appear on the Project Schedule | — Project Management
and have a responsible author assigned? Plan
— Has the feasibility of achieving the goals of the project with available | — Resource Request

i ?
resources and constraints been evaluated? — Problem Reports

— Have the project tasks, resources, and infrastructure necessary to

. . : — Progress Reports
complete the work been sized and reliably and accurately estimated? & P

. . . . — Monitoring and
— Have interfaces between elements in the project, and with other &

. o . . . Control Reports
project and organizational units, been identified? P
— Have all required plans for the execution of the project been
developed?
— Have plans for the execution of the project been activated?
— Have all tools that require validation been validated?
— Has a project schedule with critical milestones been developed? — Progress Report
— Is this schedule realistic and accurate given the information known? — Problem Report
— Is project progress periodically monitored and accurately reported? — Monitoring and
— Are interfaces between elements in the project, and with other project Control Report
and organizational units, monitored?
— Have appropriate corrective and preventive actions been taken to
correct deviations from the plan and to prevent recurrence of
problems identified in the project been taken when project targets are
not achieved?
— What project objectives have been achieved and recorded?
— What project objectives have not been achieved, why not, and what
suitable actions have been taken with regard to them?
— Are risks identified as they develop? — Risk Management
— Are risks identified and analyzed, and has the priority in which to Plan
apply resources to treatment of these risks been determined? — Improvement Plan
— Are risk measures appropriately defined, applied, and assessed to — Monitoring and
determine changes in the status of risk and the progress of the Control Report
ivities? . .
treatment activities? — Risk Action Request

— Has appropriate treatment been taken to correct or avoid the impact of
risk based on its priority, probability, and consequence or other
defined risk threshold?

— Has a software integrity level scheme been defined?
— Has a software integrity level been determined for the project?

— Has a software integrity level (see Annex I) been established, if
appropriate?

— Has an appropriate risk assessment been performed?
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Table C.16—Questions and suggested inputs related to Evaluate Plans for Conformance to
consider asking during Project Executing Phase (continued)

Questions Suggested inputs

— Has an appropriate and effective problem management strategy been | — Problem Report

() . .
developed? — Corrective Actions

— Are non-conformances recorded, identified, and classified? . .
> > — Preventive Actions

— Are r}on-conformances analyzed and assessed to identify acceptable — Root Cause Analysis
solution(s)?

— Are the corrective and preventive actions reviewed for effectiveness?
— Are non-conformances tracked to closure?

— Is the status of all non-conformances reported known?

— Has an appropriate and effective software configuration management | — Configuration
strategy, including change control processes, been implemented? Management Plan

— Have items generated by the process or project been identified, — Configuration Status
defined, and baselined? Report

— Have modifications and releases of the items been controlled?

— Have modifications and releases been made available to affected
parties?

— Has the status of the items and modifications been recorded and
reported?

— Has the completeness and consistency of configuration items been
ensured?

— Has the storage, handling, and delivery of configuration items been
controlled?

— Has documentation been developed and made available in accordance | — Documentation Plan
with identified standards, regulations, and corporate policies?

— Has documentation been maintained in accordance with defined
criteria?

— Has the documentation been verified for accuracy?

— Has the information to be managed been identified?

— Have the forms of the information representations been defined?
— Is information transformed and disposed of as required?

— Is the status of information recorded?

— Is information current, complete, and valid?

— Is information made available to designated parties?
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Table C.16—Questions and suggested inputs related to Evaluate Plans for Conformance to
consider asking during Project Executing Phase (continued)

Questions Suggested inputs
— Has traceability of stakeholder requirements to stakeholders and their | — System Requirements
needs been achieved? Specification
— Have relevant industry standards and regulatory requirements been — Evaluation Report

identified?

— Have a defined set of system functional and performance
requirements describing the problem to be solved been established?

— Have the appropriate techniques been performed to optimize the
preferred project solution?

— Have system requirements been analyzed for correctness and
testability?

— Have performance criteria been defined (e.g., expected response
times, data load times)?

— Have application security requirements been defined?

— Is the impact of the system requirements on the operating
environment understood?

— Have the requirements been prioritized, approved, and updated as
needed?

— Has consistency and traceability been established between the system
requirements and the customer’s requirements baseline?

— Have changes to the baseline been evaluated for cost, schedule, and
technical impact?

— Have the system requirements been communicated to all affected
parties and have they been baselined?

— Has a system architecture design been defined that identifies the — System Architecture
elements of the system and meets the defined requirements? Description

— Have the system’s functional and performance requirements been — Interface Description
addressed?

— Evaluation Report
— Have the requirements been allocated to the elements of the system?

— Have internal and external interfaces of each system element been
defined?

— Has verification between the system requirements and the system
architecture been performed?

— Are the requirements allocated to the system elements and their
interfaces traceable to the customer’s requirements baseline?

— Has consistency and traceability between the system requirements and
system architecture design been maintained?

— Have the system requirements, the system architecture design, and
their relationships been baselined and communicated to all affected
parties?

— Have human factors and ergonomic knowledge and techniques been
incorporated in system design?

— Have human-centered design activities been identified and
performed?
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Table C.16—Questions and suggested inputs related to Evaluate Plans for Conformance to
consider asking during Project Executing Phase (continued)

Questions Suggested inputs
— Has the system integration been verified using the defined criteria? — Integration and Test
— Has a regression strategy been developed and applied for re-testing Report
the system when changes are made? — Evaluation Report

— Has consistency and traceability been established between the system
design and the integrated system elements?

— Has an integrated system been constructed that demonstrates
compliance with the system design?

— Has an integrated system been constructed that demonstrates a
complete set of usable deliverable system elements exists?

C.3.5.1.2 SQAP sect. 5.1.2 Evaluate product for conformance

This section of the SQAP identifies activities and tasks related to evaluating the degree to which the
software product and related documentation conform to established requirements, related plans, and the
contract. Required outcomes for this activity are defined in 5.4.3 of this standard. Table C.17 shows
questions and suggested inputs related to Evaluate Product for Conformance to consider asking during the
Project Planning Phase. Table C.18 shows questions and suggested inputs related to Evaluate Product for
Conformance to consider asking during the Project Executing Phase.

Table C.17—Questions and suggested inputs related to Evaluate Product for Conformance
to consider asking during Project Planning Phase

Questions Suggested inputs
— Has an appropriate and effective implementation strategy been — Software Design
defined? Description
— Are implementation technology constraints on the design identified? | — Development Plan
— Have verification criteria for software items been developed that — Verification Plan
ensure compliance with the software requirements allocated to the __ Validation Plan

items?

— Has an effective validation strategy been developed and
implemented?

— Have appropriate criteria for validation of all required work products
been identified?

— Has an appropriate and effective audit strategy been developed? — Audit Plan
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Table C.18—Questions and suggested inputs related to Evaluate Product for Conformance

to consider asking during Project Executing Phase

Questions Suggested inputs
Have software items been realized? Software Design
Description

Have software items been packaged and stored in accordance with an
agreement for its supply?

Development Plan

Are the requirements clearly defined?

Are the requirements allocated to the software elements of the
system?

Are interfaces clearly defined?

Have software requirements been analyzed for correctness and
testability?

Is the impact of software requirements on the operating environment
understood?

Have consistency and traceability been established between the
software requirements and system requirements?

Has an appropriate prioritization for implementing the software
requirements been defined?

Have the software requirements been reviewed, approved, and
updated as needed?

Have changes to the software requirements been evaluated for cost,
schedule, and technical impact?

Have the software requirements been baselined and communicated to
all affected parties?

Are requirements specific, measureable, attainable, realistic, and
testable?

Software
Requirements
Specification
(SRS)

Evaluation Report

Has an appropriate detailed design of each software component,
describing the software units to be built, been developed?

Are external interfaces of each software unit defined?

Has consistency and traceability been established between the
detailed design and the requirements and architectural design?

Development plan
SRS

Database Design
Description

Interface description
Evaluation Report

User documentation
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Table C.18—Questions and suggested inputs related to Evaluate Product for
Conformance to consider asking during Project Executing Phase (continued)

Questions Suggested inputs
Have verification criteria been defined for all software units against Software Unit Test
their requirements? Procedure

Have software units defined by the design been produced?

Have consistency and traceability been established between software
units and requirements and design?

Has verification of the software units against the requirements and the
design been accomplished?

Have appropriate coding standards and conventions been identified
and applied?

Have adequate criteria for verification of all required software work
products been identified?

Has an effective verification strategy been developed and
implemented?

Have required verification activities been performed adequately?
Have defects been identified, recorded, and resolved?
Have defects been addressed appropriately?

Have results of the verification activities been made available to the
customer and other involved parties?

Software Unit
Description

Software Unit Test
Report

User documentation
Evaluation Report

Verification Report

Has an integration strategy been developed for software units
consistent with the software design and the prioritized software
requirements?

Are software items verified using the defined criteria?

Have software items defined by the integration strategy been
produced?

Have results of integration testing been recorded?
Have non-conformances been recorded and appropriately resolved?

Have consistency and traceability been established between software
design and software items?

Has a regression strategy been developed and applied for re-verifying
software items when a change in software units (including associated
requirements, design, and code) occurs?

Integration Plan

Integration and Test
Report

User Documentation

Qualification Test
Procedure

Evaluation report

Have criteria for the integrated software been developed that
demonstrate compliance with the software requirements?

Is integrated software verified using defined criteria?
Are test results recorded?
Have non-conformances been recorded and appropriately resolved?

Has a regression strategy been developed and applied for re-testing
the integrated software when a change in software items is made?

Have specific completion criteria for qualification testing been
defined?

Qualification Test
Report

User Documentation
Evaluation Report
Audit Report
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Table C.18—Questions and suggested inputs related to Evaluate Product for
Conformance to consider asking during Project Executing Phase (continued)

Questions Suggested inputs
— Has an effective validation strategy been developed and — Validation Test
implemented? Specification
— Have appropriate criteria for validation of all required work products | — Validation Report

been identified?
— Have required validation activities been performed adequately?
— Have problems been identified, recorded, and resolved?

— Has evidence been provided that the software work products as
developed are suitable for their intended use?

— Have results of the validation activities been provided to the customer
and other involved parties?

— Are stakeholder, steering committee, management, and technical — Review Minutes
reviews held based on the needs of the project?

— Is the review process measured and is it effective?

— Do review team members come to review meetings prepared?

— Have review results been made known to all affected parties?

— Have action items resulting from reviews been tracked to closure?

— Have risks and problems been identified, recorded, and resolved?

— Has an appropriate and effective audit strategy been implemented? — Audit Procedure

— Has compliance of selected software work products or services or — Audit Report
processes with requirements, plans, and agreement been determined — Audit

X . o
according to the audit strategy? Acknowledgement

— Are audits conducted by an appropriate independent party? Report
— Have the audit results been documented?

— Have all issues detected during an audit been documented as non-
conformances?

— Have all non-conformances been considered for corrective action?

— Have all corrective actions that were implemented proven to be
effective as determined by effectiveness measures?

— Has an appropriate justification been provided for each non-
conformance not requiring corrective action?

— Has an appropriate and effective problem management strategy been | — Problem Reports
developed?

— Are problems recorded, identified, and classified?

— Are problems analyzed and assessed to identify acceptable
solution(s)?

— Are problem resolutions implemented?
— Are problems tracked to closure?

— Is the status of all problems reported known?
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C.3.5.1.3 SQAP sect. 5.1.3 Evaluate product for acceptability

This section of the SQAP identifies activities and tasks for evaluating the level of confidence that the
software products and related documentation will be acceptable to the acquirer prior to delivery. Required
outcomes for this activity are defined in 5.4.4 of this standard. Table C.19 shows questions and suggested
inputs related to Evaluate Product for Acceptability to consider asking during the Project Planning Phase.
Table C.20 shows questions and suggested inputs related to Evaluate Product for Acceptability to consider
asking during the Project Executing Phase.

Table C.19—Questions and suggested inputs related to Evaluate Product for Acceptability
to consider asking during Project Planning Phase

Questions Suggested inputs
— Have suitable criteria for evaluating compliance with system — Qualification Test
requirements been developed? Plan
— Has an appropriate software installation strategy been developed? — Installation Plan

— Have criteria for software installation been developed that
demonstrate compliance with the software installation requirements?

— Has an appropriate and effective operation strategy been defined? — Service Management
— Have conditions for correct operation of the software in its intended Plan
environment been identified and evaluated? — User Documentation
— Has an appropriate and effective maintenance strategy been — Maintenance
developed to manage modification and migration of products procedures

according to the release strategy?

Table C.20—Questions and suggested inputs related to Evaluate Product for Acceptability
to consider asking during Project Executing Phase

Questions Suggested inputs
— Is the integrated system tested using the defined criteria? — Qualification Test
— Have test results been recorded? Procedure
— Has readiness of the system for delivery been assured? — Audit Report
— Have corrective actions plans been established for those items that did | ~ Evaluation Report
not meet the system requirements?
— Has the software product been installed in the target environment? — Installation Plan
— Is the readiness of the software product for use in its intended — Installation Report
environment assured?
— Is the product completed and delivered to the acquirer? — Acceptance Review

— Have acquirer acceptance tests and reviews been supported? and Testing Report

— Has the product been put into operation in the customer’s — Problem Report

environment?

— Have problems detected during acceptance been identified and
communicated to those responsible for resolution?

— Have identified problems been resolved appropriately?
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Table C.20—Questions and suggested inputs related to Evaluate Product for
Acceptability to consider asking during Project Executing Phase (continued)

Questions Suggested inputs
— Have conditions for correct operation of the software in its intended — Service Management
environment been identified and evaluated? Plan
— Has the software been tested and determined to operate in its intended | — User Documentation
i ? .
environment: — Operation Test
— Has the software been operated in its intended environment? Procedure
— Have assistance and consultation been provided to the customers of — Problem Management
the software product in accordance with the agreement? Procedure
— Problem Reports
— Has an appropriate and effective maintenance strategy been — Maintenance
developed to manage modification and migration of products procedures
i ? .
according to the release strategy? — Software Design
— Has the impact of changes to the existing system on organization, Description

rations, or interfa n identified? .
operations, o erfaces been ide ed — User documentation

— i ?
Are affected system and software documentation updated as needed? | Software Test

— Are modified products developed with associated tests that Procedure
demonstrate that requirements are not compromised?

— Problem Reports
— i ’ i ?
Are product upgrades migrated to the customer’s environment? — Change Requests
— Has the system software modification been communicated to all — Software Test Report

affected parties?
— Review Minutes

— Release Plan

— User Notification

C.3.5.1.4 SQAP sect. 5.1.4 Evaluate product life cycle support for conformance

This section of the SQAP identifies activities and tasks for evaluating whether support requirements
identified in the project plans are consistent with the contract and clearly identify the responsibilities of
both the product delivery organization and the acquirer.

Required outcomes for this activity are defined in 5.4.5 of this standard. Table C.21 shows questions and
suggested inputs related to Evaluate Product Life cycle Support for Conformance to consider asking during
the Project Planning Phase. Table C.22 shows questions and suggested inputs related to Evaluate Product
Life cycle Support for Conformance to consider asking during the Project Executing Phase.

Table C.21—Questions and suggested inputs related to Evaluate Product Life cycle
Support for Conformance to consider asking during Project Planning Phase

Questions Suggested inputs

— Has an appropriate and effective maintenance strategy been — Maintenance procedures
developed to manage modification and migration of products
according to the release strategy?

— Has an appropriate software disposal strategy been defined? — Disposal Plan
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Table C.22—Questions and suggested inputs related to Evaluate Product Life cycle
Support for Conformance to consider asking during Project Executing Phase

Questions Suggested inputs
— Is the product completed and delivered to the acquirer? — Acceptance Review and
— Have acquirer acceptance tests and reviews been supported? Testing Report
— Has the product been put into operation in the customer’s — Problem Report
environment?
— Have problems detected during acceptance been identified and
communicated to those responsible for resolution?
— Have identified problems been resolved appropriately?
— Has an appropriate and effective maintenance strategy been — Maintenance
developed to manage modification and migration of products procedures
i ? .
according to the release strategy? — Software Design
— Has the impact of changes to the existing system on organization, Description

. . e e o '
operations, or interfaces been identified? __ User documentation

— Are affected system and software documentation updated as needed?

— Software Unit Test
— Are modified products developed with associated tests that Procedure
demonstrate that requirements are not compromised? — Problem Report
— Are product upgrades migrated to the customer’s environment? __ Software Unit Test
— Has the system software modification been communicated to all Report
affected parties? __ Review Minutes
— Release Plan
— User Notification
— Has an appropriate software disposal strategy been defined? — SRS
— Have disposal constraints been provided as inputs to requirements? — User Notification
— Are the system’s software elements destroyed or stored appropriately | — Disposal Plan

in light of safety and security requirements?
— Is the environment left in an agreed-upon state?

— Are records allowing knowledge retention of disposal actions and any
analysis of long-term impacts available?

C.3.5.1.5 SQAP sect. 5.1.5 Measure products

This section of the SQAP identifies activities and tasks for evaluating whether the measurements
objectively demonstrate the quality of the products in accordance with established standards and processes.

Required outcomes for this activity are defined in 5.4.6 of this standard. Table C.23 shows questions and
suggested inputs related to Measure Products to consider asking during the Project Planning Phase. Table

C.24 shows questions and suggested inputs related to Measure Products to consider asking during the
Project Executing Phase.
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Table C.23—Questions and suggested inputs related to Measure Products to consider
asking during Project Planning Phase

Questions Suggested inputs

— Are proposed metrics and measurements consistent with product risk | — Measurement Plan
and overall organization quality goals?

— Are proposed data collection and analysis processes consistent with
product risk and overall organization quality goals?

— Have the information needs required to measure the effectiveness of | — Monitoring and Control
technical and management processes been identified? Report
— Has an appropriate set of measures, driven by the information needs, | — Measurement Plan

been identified and developed?

— Have appropriate measurement activities been identified and planned?

Table C.24—Questions and suggested inputs related to Measure Products to consider
asking during Project Executing Phase

Questions Suggested inputs
— Has the required data been collected, stored, analyzed, and the results | — Monitoring and Control
interpreted? Report
— Have information items been used to support decisions and provide an | — Measurement Plan

objective basis for communication?
— Have the measurement process and specific measures been evaluated?

— Have improvements been communicated to the Measurement Process
owner?

C.3.5.2 SQAP sect. 5.2 Process assurance

This section of the SQAP defines specific activities, tasks, and outcomes associated with Process
Assurance. Process Assurance is defined in 5.5 of this standard and determines whether software processes
defined in project plans are appropriate based on software product risk and whether these software
processes are followed.

This SQA process activity makes certain that life cycle model processes used to develop, install, operate,
and maintain software are adequate, efficient, and effective. This SQA process provides evidence that the
processes that create software products comply with the contract and any non-conformances are identified
and recorded. Depending on Life Cycle Model processes, these task outcomes are reported to organizations
responsible for Project Planning, Quality Management, and Risk Management.

SQA activity tasks determine the degree to which software processes are capable of producing software
products with quality suitable for its purposes and in fact do produce software products with needed quality
and adheres to the contract and to the plans in the areas of software life cycle processes, software
infrastructure, subcontractor products, measurements, and SQA staff competence.

Process Assurance comprises six activities:

— Evaluate life cycle processes for conformance

— Evaluate environments for conformance
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— Evaluate subcontractor processes for conformance
— Evaluate product life cycle support for conformance
— Measure products and processes

— Assess staff skill and knowledge

C.3.5.2.1 SQAP sect. 5.2.1 Evaluate life cycle processes for conformance

This section of the SQAP identifies activities and tasks for determining the degree to which project life
cycle processes and plans conform to the contract and the degree to which the execution of project
activities conforms to project plans. Required outcomes for this activity are defined in 5.5.2 of this
standard. Table C.25 shows questions and suggested inputs related to Life cycle Processes for
Conformance to consider asking during the Project Planning Phase. Table C.26 shows questions and
suggested inputs related to Life cycle Processes for Conformance to consider asking during the Project
Executing Phase.

Table C.25—Questions and suggested inputs related to Life cycle Processes for
Conformance to consider asking during Project Planning Phase

Questions

Suggested inputs

Have life cycle processes, models, and procedures for use by the
organization been defined, maintained, and improved?

Have prioritized process improvements been implemented?

Have appropriate policies and procedures for the management and
deployment of life cycle models and processes been provided?

Has the responsibility, accountability, and authority for life cycle
management been defined?

Has an appropriate and effective decision-making strategy been
defined?

At the organizational level, are organizational roles and
responsibilities with respect to the Lifecycle Model Management
Process (as defined in 6.2.1 of ISO/IEC/IEEE 12207:2008) identified?

Life cycle policy and
procedures

Improvement Plan
Audit Plan

Process Assessment
Procedure

Process Improvement
Analysis Report

Has an effective configuration management strategy been defined?

Have roles and responsibilities for configuration management been
defined?

Have configuration management tools, techniques, and methods been
defined?

Configuration
Management Plan and
Policy
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Table C.26—Questions and suggested inputs related to Life cycle Processes for
Conformance to consider asking during Project Executing Phase

Questions Suggested inputs
— Has an effective configuration management strategy been implemented? | — Configuration
Management Plan

— Have configuration management tools been validated, if appropriate? .
and Policy

— Are items requiring configuration management defined?

— Have configuration baselines been established?

— Are changes to items under configuration management controlled?

— Is the configuration of released items controlled?

— Is the status of items under configuration management made available
throughout the life cycle?

C.3.5.2.2 SQAP sect. 5.2.2 Evaluate environments for conformance

This section of the SQAP identifies activities and tasks for evaluating whether software development
environments and test environments conform to project plans. Required outcomes for this activity are
defined in 5.5.3 of this standard. Table C.27 shows questions and suggested inputs related to Evaluate
Environments for Conformance to consider asking during the Project Planning Phase. Table C.28 shows
questions and suggested inputs related to Evaluate Environments for Conformance to consider asking
during the Project Executing Phase.

Table C.27—Questions and suggested inputs related to Evaluate Environments for
Conformance to consider asking during Project Planning Phase

Questions Suggested inputs

— Have the criteria, standards, and contractual requirements against which | — Project Plan
software engineering practices, development environment, and libraries
are to be reviewed been identified and documented?

— Is the proposed software development environment suitable based on
the contract and project needs?

— Is the proposed test environment suitable based on the contract and
project needs?

— Do the tools included in the software development environment require
validation?

— Do the tools included in the test environment require validation?

Table C.28—Questions and suggested inputs related to Evaluate Environments for
Conformance to consider asking during Project Execution Phase

Questions Suggested inputs

— Have the development and test environments been sized and — Project Plan
appropriately planned?

— Have the test environment been sized and appropriately planned?

— Have appropriate security and access controls been applied to the test
environment?

— Have tools used on the project been validated as required by contract or
regulatory requirements?
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C.3.5.2.3 SQAP sect. 5.2.3 Evaluate subcontractor processes for conformance

This section of the SQAP identifies activities and tasks for evaluating whether subcontractor software
processes conform to requirements passed down from the acquirer. Required outcomes for this activity are
defined in 5.5.4 of this standard. Table C.29 shows questions and suggested inputs related to Evaluate
Subcontractor Processes for Conformance to consider asking during the Project Planning Phase. Table C.30
shows questions and suggested inputs related to Evaluate Subcontractor Processes for Conformance to
consider asking during the Project Executing Phase.

Table C.29—Questions and suggested inputs related to Evaluate Subcontractor Processes
for Conformance to consider asking during Project Planning Phase

Questions Suggested inputs
— Have all subcontracts been reviewed and assessed from a software — Subcontracts
process perspective? — Project Plan

— Is a subcontractor audit required for subcontractors?
— Are the project responsibilities of all subcontractors clearly defined?

— Are subcontract requirements traced to prime contract requirements?

— Are prime contract requirements traced to subcontract requirements?

Table C.30—Questions and suggested inputs related to Evaluate Subcontractor Processes
for Conformance to consider asking during Project Executing Phase

Questions Suggested inputs

— Have subcontract requirements been traced to prime contract — Subcontracts

. o .
requirements? — Project Plan

— Have prime contract requirements been traced to subcontract

. — Reports
requirements? P

C.3.5.2.4 SQAP sect. 5.2.4 Measure processes

This section of the SQAP identifies activities and tasks for evaluating whether the measurements support
effective management of the processes in accordance with established standards and processes. Required
outcomes for this activity are defined in 5.5.5 of this standard. Table C.31 shows questions and suggested
inputs related to Measure Processes to consider asking during the Project Planning Phase. Table C.32
shows questions and suggested inputs related to Measure Processes to consider asking during the Project
Executing Phase.
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Table C.31—Questions and suggested inputs related to Measure Processes to consider
asking during Project Planning Phase

Questions Suggested inputs

— Are proposed metrics and measurements consistent with product risk | — Measurement Plan
and overall organization quality goals?

— Are proposed data collection and analysis processes consistent with
product risk and overall organization quality goals?

— Have the information needs required to measure the effectiveness of | — Monitoring and
technical and management processes been identified? Control Report
— Has an appropriate set of measures, driven by the information needs, | — Measurement Plan

been identified or developed?

— Have appropriate measurement activities been identified and planned?

Table C.32—Questions and suggested inputs related to Measure Processes to consider
asking during Project Executing Phase

Questions Suggested inputs
— Has the required data been collected, stored, analyzed, and the results | — Monitoring and
interpreted? Control Report

— Have information items been used to support decisions and provide an | — Measurement Plan

objective basis for communication?
— Have the measurement process and specific measures been evaluated?

— Have improvements been communicated to the measurement process
owner?

C.3.5.2.5 SQAP sect. 5.2.5 Assess staff skill and knowledge

This section of the SQAP identifies activities and tasks for evaluating whether the staff assigned to the
project has the required knowledge, skill, and abilities to perform the tasks required for their roles.
Required outcomes for this activity are defined in 5.5.6 of this standard. Table C.33 shows questions and
suggested inputs related to Assess Staff Skill and Knowledge to consider asking during the Project
Planning Phase. Table C.34 shows questions and suggested inputs related to Assess Staff Skill and
Knowledge to consider asking during the Project Executing Phase.

Table C.33—Questions and suggested inputs related to Assess Staff Skill and Knowledge
to consider asking during Project Planning Phase

Questions Suggested inputs

— Have adequate resources, including sufficient numbers of suitably — Project Plan
skilled and trained people as well as sufficiently capable tools and
equipment, been identified for the project as well as for other projects
if the SQA function is being established for multiple projects?

— Training Plan

— Have required project skills for staff and subcontractors been
identified?

— Have staff and subcontractor training records been reviewed against
required skills?
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Table C.34—Questions and suggested inputs related to Assess Staff Skill and Knowledge
to consider asking during Project Executing Phase

Questions Suggested inputs
— Has a Training Gap Analysis been identified? — Project Plan
— Have training plans that were created to address the Training Gap — Training Plan
Analysis been prepared and reviewed?

C.3.6 SQAP sect. 6 Additional considerations

This section of the SQAP identifies any additional SQA processes that support both Project Management
and Organizational Quality Management that are not described elsewhere in this standard. The following
topics are included in this section of the plan:

— Contract review

— Quality measurements
— Waivers and deviations
— Task repetition

— Risks to performing SQA
— Communications strategy

— Non-conformance process

An example of an additional process is a process for tracking and managing non-conformances and
problems that are identified during the course of performing SQA tasks. This process is either defined in
the SQAP or referenced if it is defined elsewhere, such as the Organizational Quality Management plan.

Any additional topics beyond those included in the SQA Plan outline in Figure 5 of this standard are
included in SQAP Section 6.0.

C.3.6.1 SQAP sect. 6.1 Contract review

This section of the SQAP identifies or references the contract review process and describes SQA roles and
responsibilities with regard to contract reviews. Table C.35 shows questions and suggested inputs related to

Contract Review to consider asking during the Project Planning Phase. Table C.36 shows questions and
suggested inputs related to Contract Review to consider asking during the Project Executing Phase.
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Table C.35—Questions and suggested inputs related to Contract Review to consider

asking during Project Planning Phase

Questions

Suggested inputs

Are acquisition needs, goals, product, and service acceptance criteria,
and acquisition strategies clearly defined, suitable, and complete?

Are product and service acceptance criteria defined in a manner that
is measureable, suitable, and sufficient?

Does the contract clearly express the expectation, responsibilities, and
liabilities of both the acquirer and the supplier?

Are the expectations within the capability of the supplier?

Do both parties have the capability to meet expectations identified in
the contract?

Does the contract require ongoing monitoring so that specified
constraints such as cost, schedule, and quality are met?

Have all identified contractual issues been resolved in a satisfactory
manner and agreed to by the acquirer and the supplier?

Are Supplier Audits required for any critical software sub-
contractors?

Acquisition Plan
Contract

Product need
assessment

Concept of operations

Request for proposal
(RFP)

Supplier selection
procedure

Table C.36—Questions and suggested inputs related to Contract Review to consider

asking during Project Executing Phase

Questions

Suggested inputs

Does the response to an acquirer’s request address all of the
acquirer’s constraints and requirements, including requirements for
quality?

Is the response appropriate for the anticipated software integrity level
of the product or service?

Does the agreement (initial and any subsequent agreements) between
the acquirer and the supplier address development, maintenance,
operation, packaging, delivery, and installation of the product or
service?

Is the agreement appropriate for the anticipated software integrity
level of the product or service?

Are required contractual constraints such as cost, schedule, and
quality being monitored on a regular basis?

Are deviations from specific contractual constraints reported and
addressed?

Have required Supplier Audits for critical software sub-contractors
been performed?

Have any issues raised as part of these Supplier Audits been reviewed
and assessed for impact?

Have corrective/preventive action plans been developed for any non-
conformances identified during the Supplier Audit?

Contract
Review Minutes

Monitoring and
Control Report

Project Management
Plan

Proposal
Problem Reports
Progress Reports
Audit Reports
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C.3.6.2 SQAP sect. 6.2 Quality measurement

This section of the SQAP identifies quality measurements that are appropriate for the project. This section
of the SQAP identifies specific data collection requirements associated with identified measurements as
well as responsibilities for data collection and reporting. Table C.37 shows questions and suggested inputs
related to Quality measurement to consider asking during the Project Planning Phase. Table C.38 shows
questions and suggested inputs related to Quality measurement to consider asking during the Project
Executing Phase.

Table C.37—Questions and suggested inputs related to Quality measurement to consider
asking during Project Planning Phase

Questions Suggested inputs
— Have appropriate product quality measures been identified in Project | — Project Plans
Plans?
— Have appropriate process quality measures been identified in Project
Plans?

Table C.38—Questions and suggested inputs related to Quality measurement to consider
asking during Project Executing Phase

Questions Suggested inputs

— Has data required supporting the identified product and processing — Measurement Plan
quality measures been identified and collected?

— Have quality measurements been presented to the appropriate
stakeholders for their review?

— Have any corrective or preventive actions resulting from the review of
the quality measures been initiated?

C.3.6.3 SQAP sect. 6.3 Waivers and deviations

This section of the SQAP defines or references the criteria used to review and approve waivers and
deviations to the contract and project management controls. The SQAP describes SQA roles and
responsibilities with regard to reviewing and approving waivers and deviations. Table C.39 shows
questions and suggested inputs related to Waivers and Deviations to consider asking during the Project
Planning Phase. Table C.40 shows questions and suggested inputs related to Waivers and Deviations to
consider asking during the Project Executing Phase.

Table C.39—Questions and suggested inputs related to Waivers and Deviations to
consider asking during Project Planning Phase

Questions Suggested inputs

— What deviations from the SQA Plan outline shown in Figure 5 of this | — Acquisition plan

. . o
standard are being considered? — Contract

— What deviations from contract or project plans or controls are being

. — Project Plan
considered? )

— What justification is provided for each proposed waiver or deviation?
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Table C.40—Questions and suggested inputs related to Waivers and Deviations to
consider asking during Project Executing Phase

Questions Suggested inputs
— What additional deviations from contract or project controls are being | — Acquisition plan
i ?
considered? — Contract

—  What justification is provided for each proposed waiver or deviation?

— Project Plan

C.3.6.4 SQAP sect. 6.4 Task repetition

This section of the SQAP defines or references the criteria used to determine when and under what
conditions SQA tasks previously completed need to be repeated. Table C.41 shows questions and suggested
inputs related to Task Repetition to consider asking during the Project Planning Phase. Table C.42 shows
questions and suggested inputs related to Task Repetition to consider asking during the Project Executing
Phase.

Table C.41—Questions and suggested inputs related to Task Repetition to consider asking
during Project Planning Phase

Questions Suggested inputs
— What SQA tasks are likely to need to be repeated based on the nature | — Project Plans
of the software product and the software development process to be

used by the project?

— For each SQA task, what criteria need to be defined to help determine
the conditions that would require the task to be repeated?

Table C.42—Questions and suggested inputs related to Task Repetition to consider asking
during Project Executing Phase

Questions Suggested inputs

— Have additional SQA tasks requiring repetition been identified that — SQA Plan
were not initially identified?

C.3.6.5 SQAP sect. 6.5 Risks to performing SQA

This section of the SQAP identifies potential projects risks that could prevent SQA from accomplishing its
defined purposes, activities, and tasks. Examples include inadequate staffing levels, insufficient resources,
and lack of training. Also included in this section are actions taken to mitigate identified project risks.
Table C.43 shows questions and suggested inputs related to Risks to performing SQA to consider asking
during the Project Planning Phase. Table C.44 shows questions and suggested inputs related to Risks to
performing SQA to consider asking during the Project Executing Phase.

Table C.43—Questions and suggested inputs related to Risks to performing SQA to
consider asking during Project Planning Phase

Questions Suggested inputs

— Have all of the potential project risks that could prevent SQA from — Contract
accomplishing their project responsibilities been identified and

) . . — Project Plan
reviewed with project management? )

— Has a mitigation plan been identified for each risk?
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Table C.44—Questions and suggested inputs related to Risks to performing SQA to
consider asking during Project Executing Phase

Questions Suggested inputs

— Have additional project risks appeared that could prevent SQA for — Contract

accomplishing their project responsibilities? — Project Plan

— Has each of these new risks been identified and reviewed with project
management?

— Have a mitigation plan been identified for each risk?

C.3.6.6 SQAP sect. 6.6 Communications strategy

This section of the SQAP defines the strategies for communicating SQA activities, tasks, and outcomes to
the project team, management, and organizational quality management. Table C.45 shows questions and
suggested inputs related to Communications Strategy to consider asking during the Project Planning Phase.
Table C.46 shows questions and suggested inputs related to Communications Strategy to consider asking
during the Project Executing Phase.

Table C.45—Questions and suggested inputs related to Communications Strategy to
consider asking during Project Planning Phase

Questions Suggested inputs

—  What communication mechanisms would be most effective for this — Contract

.o .
project? — Project Plan

—  What communications mechanisms are required for interfacing with
multiple development sites, third parties, and subcontractors?

— What reports and summaries will SQA prepare for presentation to
appropriate stakeholders?

— How often will these presentations be made?

Table C.46—Questions and suggested inputs related to Communications Strategy to
consider asking during Project Executing Phase

Questions Suggested inputs

— What feedback has SQA received regarding its chosen — Contract

S o '
communication strategies? — Project Plan

—  What changes are needed to accommodate project and stakeholder
needs?

C.3.6.7 SQAP sect. 6.7 Non-conformance process

This section of the SQAP defines activities and tasks related to the process for reporting non-conformances
for the project. Non-conformances can be reported by any project member but can only be closed by SQA.
Additional information on non-conformances, corrective and preventive actions, and root cause analysis
can be found in Annex J of this standard. Table C.47 shows questions and suggested inputs related to
Problem Reporting and Corrective Action to consider asking during the Project Planning Phase. Table C.48
shows questions and suggested inputs related to Problem Reporting and Corrective Action to consider
asking during the Project Executing Phase.
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Table C.47—Questions and suggested inputs related to Problem Reporting and Corrective
Action to consider asking during Project Planning Phase

Questions Suggested inputs

— What contractual requirements related to non-conformances need to — Contract

9 .
be met? — Project Plan

— What mechanisms need to be defined to support an effective system
for reporting non-conformances?

—  What mechanisms need to be defined to support an effective
corrective and preventive action process?

— What mechanisms need to be defined to support and effective system
for performing root cause analysis?

— Are there existing processes and procedures related to reporting non-
conformances that can be used for this project?

— Are there existing processes and procedures related to corrective and
preventive action that can be used for this project?

— Are there existing processes and procedures related to root cause
analysis that can be used for this project?

Table C.48—Questions and suggested inputs related to Problem Reporting and Corrective
Action to consider asking during Project Executing Phase

Questions Suggested inputs
— Is the current non-conformance process working as intended? — Contract
— What issues with the non-conformance process need to be addressed | — Project Plan

and improved?

— Is the current corrective and preventive action process working as
intended?

— What issues with the corrective and preventive action process need to
be addressed and improved?

C.3.7 SQAP sect. 7 SQA records

This section identifies records and reports to be prepared by SQA as required by Project Management and
Organizational Quality Management.

C.3.7.1 SQAP sect. 7.1 Analyze, identify, collect, file, maintain, and dispose

This section of the SQAP includes activities and tasks for analysis, identification, collection, filing,
maintenance, and disposition of quality records. Required outcomes for this activity are defined in 5.3.5 of
this standard.

Quality records document that activities were performed in accordance with project plans and the contract.
These records enable information sharing, and support analysis to identify problems, causes, and eventually
result in product and process improvements. Table C.49 shows questions and suggested inputs related to
analyze, identify, collect, file, maintain, and dispose to consider asking during the Project Planning Phase.
Table C.50 shows questions and suggested inputs related to analyze, identify, collect, file, maintain, and
dispose to consider asking during the Project Executing Phase.
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Table C.49—Questions and suggested inputs related to analyze, identify, collect, file,
maintain, and dispose to consider asking during Project Planning Phase

Questions Suggested inputs
— What set of records is the project required to produce? — Contract
— What set of records is SQA required to produce? — Project Plan
— Is the information required to be included on each record defined? — Documentation Plan

—  What mechanisms will be used to collect, file, maintain, and
eventually dispose of quality records?

— Who is responsible for collecting, filing, maintaining, and disposing
of records?

— Who is responsible for sharing records?
—  What records are to be shared with stakeholders?

— What protections are required to be established in order to share these
records, maintain the integrity of the records, and prevent their
modification or inadvertent release?

— What records are required from subcontractors?

Table C.50—Questions and suggested inputs related to analyze, identify, collect, file,
maintain, and dispose to consider asking during Project Executing Phase

Questions Suggested inputs
— Are all required records being created? — Contract
— Do all records contain required information content? — Project Plan
— Are all required records properly filed and maintained? — Documentation Plan
— Are all required records shared as intended with appropriate
stakeholders?

C.3.7.2 SQAP sect. 7.2 Availability of records

This section of the SQAP includes activities and tasks related to making records of project activities and
tasks available as specified in the contract. Required outcomes for this activity are defined in 5.3.5 of this
standard.

Quality records document that activities were performed in accordance with project plans and the contract.
These records enable information sharing, and support analysis to identify problems, causes, and eventually
result in product and process improvements. Table C.51 shows questions and suggested inputs related to
Availability of Records to consider asking during the Project Planning Phase. Table C.52 shows questions
and suggested inputs related to Availability of Records to consider asking during the Project Executing
Phase.
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Table C.51—Questions and suggested inputs related to Availability of Records to consider
asking during Project Planning Phase

Questions Suggested inputs

— Who is responsible for sharing records? — Contract

— What records are to be shared with stakeholders? — Project Plan
— What protections are required to be established in order to share these | — Documentation Plan
records?

—  What mechanisms are in place to enable records to be shared as
required by the contract and project plans?

Table C.52—Questions and suggested inputs related to Availability of Records to consider
asking during Project Executing Phase

Questions Suggested inputs
— Are all required records properly filed and maintained? — Contract
— Are all required records shared with appropriate stakeholders — Project Plan
according to the contract and project plans? — Documentation Plan
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Annex D
(informative)

Mapping IEEE Std 730-2014 and ISO/IEC 15504 (SPICE)

ISO/IEC 15504-2:2003 [B35] defines in Clause 5, Measurement framework for process capability, the
Process Attributes (PA) to enable a rating of process capabilities from Capability Level 0: Incomplete
process to Capability Level 5: Optimizing process. IEEE Std 730-2014 is composed of outcomes and tasks
grouped into activities and is based on ISO/IEC/IEEE 12207:2008 which is also a commonly used model
against which processes are assessed using ISO/IEC 15504-2:2003.

D.1 Capability Level 1 for SQA
Projects that comply with IEEE Std 730-2014 reach Capability Level 1: Performed process for the software
quality assurance (SQA) process, which achieves its process purpose and the defined outcomes (PA 1.1).

D.2 Capability Level 2 for SQA

To also be rated as Capability Level 2: Managed Process, the SQA process fulfills PA 2.1 Performance
management and PA 2.2 Work product management. The following tables illustrate their meanings by
replacing “the process” of ISO/IEC 15504-2:2003 with “SQA process,” and replacing “work products”
with “SQA work products,” and states where IEEE Std 730-2014 supports the fulfillment of the attribute.

Table D.1 shows mapping between ISO/IEC 15504-2:2003 PA2.1 and IEEE Std 730-2014.
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Table D.1—Mapping between ISO/IEC 15504-2:2003 PA2.1 and IEEE Std 730-2014

ISO/IEC 15504-2:2003 PA 2.1

Performance management attribute

IEEE Std 730-2014 SQA

a) Objectives for the performance of SQA
process are identified.

5.3.1 Establish the SQA processes
5.3.3 Document SQA planning

Work product(s):
SQAP Section 1 Purpose and scope

b) Performance of SQA process is
planned and monitored.

5.3.3 Document SQA planning
5.3.4 Execute the SQA Plan
Work product(s):

SQAP

¢) Performance of SQA process is
adjusted to meet plans.

5.3.4 Execute the SQA Plan

Work product(s):
SQA Records

d) Responsibilities and authorities for
performing SQA process are defined,
assigned and communicated.

5.3.4 Execute the SQA Plan

5.3.6 Evaluate organizational independence and objectivity

Work product(s):
SQAP Section 4.5 Effort, resources, and schedule
SQAP Section 6 Additional considerations

e) Resources and information necessary
for performing SQA process are
identified, made available, allocated and
used.

5.3.4 Execute the SQA Plan

Work product(s):

SQAP Section 4.4 Standards, practices and conventions
SQAP Section 4.5 Effort, resources, and schedule
SQAP Section 6 Additional considerations

f) Interfaces between the involved parties
are managed to ensure both effective
communication and also clear assignment
of responsibility.

5.3.2 Coordinate with related software processes

5.3.4 Execute the SQA Plan

5.3.5 Manage SQA records

5.3.6 Evaluate organizational independence and objectivity
5.4.6 Measure products

5.5.5 Measure processes

Work product(s):

SQAP Section 4.1 Organization and independence
SQAP Section 7 SQA records

SQAP Section 6 Additional considerations
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Table D.2 shows mapping between ISO/IEC 15504-2:2003 PA2.2 and IEEE Std 730-2014.

Table D.2—Mapping between ISO/IEC 15504-2:2003 PA2.2 and IEEE Std 730-2014

ISO/IEC 15504-2 PA 2.2 IEEE Std 730-2014 SQA
Work product management attribute

a) Requirements for the SQA work products of the | Work product(s):

process are defined; SQAP Section 7 SQA records
b) Requirements for documentation and control of | Work product(s):
the SQA work products are defined,; SQAP Section 7 SQA records
¢) SQA work products are appropriately identified, | Work product(s):
documented, and controlled; SQAP Section 7 SQA records
d) SQA work products are reviewed in accordance | Work product(s):
with planned arrangements and adjusted as SQAP Section 7 SQA records

necessary to meet requirements.

Requirements for the software quality assurance plan (SQAP) with regard to PA 2.2a) are typically
described in the overall SQA process description, in checklists to be used in reviewing the SQAP, or in
templates from which SQAP plans are derived. Declaring conformance of the SQAP to IEEE Std 730-2014
in the beginning of the SQAP also defines the requirements. Requirements for documentation and control
of the SQAP itself may also be defined in an overall configuration management plan and/or a project
documentation plan.

D.3 Capability Level 3 to Capability Level 5 for SQA

Capability Level 3: Established Process means that the SQA process fulfills PA 3.1 Process definition and
PA 3.2 Process deployment. IEEE Std 730-2014 may be used as a basis for defining the standard process
according to PA 3.1. Section 6 of the SQAP may be used to document how tailoring guidelines have been
applied to the specific project. An SQAP template may offer appropriate help for the author by giving
tailoring guidelines if they are not already documented elsewhere.

PA 3.2 Process deployment is well supported by 5.5, Process assurance activities, of IEEE Std 730-2014.
All activities SQA undergoes to assure any Software Life Cycle (SLC) process are also valid for the SQA
process itself. In order to ensure objective evidence, SQA processes for a specific project are to be assessed
by the overall SQA of the organization or by independent consultants or other independent SQA personnel
that are hired by upper management. Subclause 5.3.1, Establish the SQA processes, of IEEE Std 730-2014,
gives some additional hints concerning adherence to ISO 9001:2008.

PA 3.2 in subclause f) requires collection and analysis of appropriate data for a better understanding of the
process. Subclause 5.4.6, Measure products, of IEEE Std 730-2014, and 5.5.5, Measure processes, may also
be interpreted to be used to measure SQA itself, but is aimed at measuring SLC processes.

Subclause 5.5.5, Measure processes, of IEEE Std 730-2014, supports both process attributes PA 4.1
Process measurement and PA 4.2 Process control for Capability Level 4: Predictable process. Industrial
practice measures for SLC processes also indicate the effectiveness and efficiency of SQA itself. Care has
to be taken to differentiate the process information needs and derived process measurement objectives for
SQA and for other SLC processes.
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Capability Level 5: Optimizing the process is, with its two process attributes PA 5.1 Process innovation
and PA 5.2 Process optimization, closely related to Capability Level 4 and therefore also to 5.5.5, Measure
processes, of IEEE Std 730-2014.

D.4 Capability Level 3 to Capability Level 5 for other SLC processes

IEEE Std 730-2014 supports reaching Capability Level 3 for any SLC process by assuring the adherence to
the defined process as especially defined in subclause f) of PA 3.2 Process deployment and also gives help
for fulfillment of PA 4.1, PA 4.2, PA 5.1, and PA 5.2. Nearly all activities defined under 5.5 of IEEE Std
730-2014 are directly supporting PA 3.2 as described in Table D.3 and therefore indirectly help to perform
PA 3.1

Table D.3 shows mapping between ISO/IEC 15504-2:2003 PA3.2 and IEEE Std 730-2014.

Table D.3— Mapping between ISO/IEC 15504-2:2003 PA3.2 and IEEE Std 730-2014

ISO/IEC 15504-2:2003 PA 3.2 IEEE Std 730-2014 SQA
Process deployment attribute
a) A defined process is deployed based upon an 5.5.2 Evaluate life cycle processes and plans for
appropriately selected and/or tailored standard conformance
process;
b) Required roles, responsibilities, and authorities 5.5.2 Evaluate life cycle processes and plans for
for performing the defined process are assigned and conformance
communicated;
c) Personnel performing the defined process are 5.5.6 Assess staff skill and knowledge

competent on the basis of appropriate education,
training, and experience;

d) Required resources and information necessary 5.5.2 Evaluate life cycle processes and plans for
for performing the defined process are made conformance

available;

e) Required infrastructure and work environment 5.5.2 Evaluate life cycle processes and plans for
for performing the defined process are made conformance

available, managed, and maintained; 5.5.3 Evaluate environments for conformance

f) Appropriate data are collected and analyzed asa | 5.4.6 Measure products
basis for understanding the behavior of, and to 555
demonstrate the suitability and effectiveness of the
process, and to evaluate where continuous
improvement of the process can be made.

Measure processes

Capability Level 4: Predictable process, especially PA 4.1 Process measurement, is well supported by
IEEE Std 730-2014, 5.4.6, Measure products, and 5.5.5, Measure processes.

Table D.4 shows mapping between ISO/IEC 15504-2:2003 PA4.1 and IEEE Std 730-2014.
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Table D.4— Mapping between ISO/IEC 15504-2:2003 PA4.1 and IEEE Std 730-2014

ISO/IEC 15504-2:2003 PA 4.1 IEEE Std 730-2014 SQA

Process measurement attribute

a) Process information needs in support of relevant | 5.5.5 Measure processes
defined business goals are established;

b) Process measurement objectives are derived 5.5.5 Measure processes
from process information needs;

¢) Quantitative objectives for process performance | 5.5.5 Measure processes
in support of relevant business goals are
established;

d) Measures and frequency of measurement are 5.5.5 Measure processes
identified and defined in line with process
measurement objectives and quantitative objectives
for process performance;

e) Results of measurement are collected, analyzed 5.5.5 Measure processes
and reported in order to monitor the extent to which
the quantitative objectives for process performance

are met;
f) Measurement results are used to characterize 5.4.6.3 5) Evaluate product measurement results to
process performance. determine whether improvements

implemented as a result of product quality
measurements are effective.

Table D.5 shows mapping between ISO/IEC 15504-2:2003 PA4.2 and IEEE Std 730-2014.

Table D.5— Mapping between ISO/IEC 15504-2 PA4.2 and IEEE Std 730-2014

ISO/IEC 15504-2:2003 PA 4.2 IEEE 730-2014 SQA
Process control attribute
a) Analysis and control techniques are determined 5.5.5 Measure processes
and applied were applicable;
b) Control limits of variation are established for Not explicitly stated in IEEE Std 730-2014

normal process performance;

¢) Measurement data are analyzed for special Not explicitly stated in IEEE Std 730-2014
causes of variation;

d) Corrective actions are taken to address special Not explicitly stated in IEEE Std 730-2014
causes of variation;

e) Control limits are re-established (as necessary) 5.4.6.3 4) Analyze product measurement results to
following corrective action. identify gaps and recommend
improvements to close gaps between
measurements and expectations.

Capability Level 5: Optimizing Process is not explicitly supported by IEEE Std 730-2014, as this involves
tasks typically performed by software process improvement teams and not the SQA role.
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Annex E
(informative)

Applying IEEE Std 730-2014 — Industry-specific guidance

The purpose of this annex is to provide guidance in the use and application of IEEE Std 730-2014 in
different industries.

E.1 Medical device industry

The medical device industry is regulated by government agencies. In the US, the regulatory body is the
Food and Drug Administration (US FDA). This discussion is focused on the regulatory requirements in
effect in the US at the time this standard was published. While specific regulatory requirements in other
parts of the world may differ from the US, the US requirements are generally considered to be the most
stringent, especially with respect to medical device software.

Medical devices often contain software that is safety-critical. Many medical devices include embedded
software and there are a few examples of software-only devices (software that is designed to run on general
purpose computers). Medical device regulations apply to devices that contain embedded software as well as
to software-only devices.

E.1.1 Relevant regulations, guidance documents, and international standards

E.1.1.1 Regulations

The primary US FDA medical device regulation falls under Title 21 of the US Code and is published in the
Code of Federal Regulations (CFR) as 21 CFR Part 820—Quality System Regulation (QSR), 1996 [BS].

E.1.1.1.1 21 CFR Part 820 — Quality System Regulation (QSR), 1996

The QSR includes requirements related to the methods used in, and the facilities and controls used for,
designing, manufacturing, packaging, labeling, storing, installing, and servicing of medical devices
intended for human use.

This regulation applies to all medical devices and the software embedded within them. It also applies to
software-only devices. The regulation is supplemented by many device-specific guidance documents that
help explain how the FDA interprets the regulation in specific situations.

The core of the regulation is Section 820.30, Design Controls. This section identifies specific requirements
in the following areas:

— General Requirements
—  Design and Development Planning
—  Design Inputs

—  Design Outputs
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— Design Reviews
— Design Verification
— Design Validation
—  Design Changes
—  Design Transfer

—  Design History File

The following is the FDA definition of Quality:

“The totality of features and characteristics that bear on the ability of a device to satisfy fitness-for-use,
including safety and performance.” [B§]

Note that the word “quality” appears 87 times in this regulation.
E.1.1.2 FDA guidance documents

E.1.1.2.1 General Principles of Software Validation (GPSV) Final Guidance for Industry and
Staff, 2002 [B16]

The purpose of this guidance document is to provide a common understanding of software verification and
software validation for both medical device manufacturers and FDA inspectors. This guidance document
also identifies requirements for validating software tools (purchased, off-the-shelf, open source, or
internally developed) that may affect the safety and efficacy of medical devices developed with those tools.

Key definitions specific to the medical device industry include:

Software verification: provides objective evidence that the design outputs of a particular phase of the
software development life cycle meet all of the specified requirements for that phase. Software verification
looks for consistency, completeness, and correctness of the software and its supporting documentation, as it
is being developed, and provides support for a subsequent conclusion that software is validated. Software
testing is one of many verification activities intended to confirm that software development output meets its
input requirements. Other verification activities include various static and dynamic analyses, code and
document inspections, walkthroughs, and other techniques.

FDA considers “software validation” to be “confirmation by examination and provision of objective
evidence that software specifications conform to user needs and intended uses, and that the particular
requirements implemented through software can be consistently fulfilled.” [B16]
Key quotes from GPSV:
“Software quality assurance needs to focus on preventing the introduction of defects into the software
development process and not on trying to ‘test quality into’ the software code after it is written.

Software testing is very limited in its ability to surface all latent defects in software code.” [B16]

“Software testing is a necessary activity. However, in most cases software testing by itself is not
sufficient to establish confidence that the software is fit for its intended use.” [B16]
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E.1.1.2.2 Guidance for Content of Premarket Submissions for Software Contained in
Medical Devices, 2005 [B20]

This guidance document provides information regarding the documentation that FDA requires in premarket
submissions for software devices, including standalone software applications and hardware-based devices
that incorporate software.

E.1.1.2.3 Guidance for Industry, Cybersecurity for Networked Medical Devices Containing
Off-the-Shelf (OTS) Software, 2005 [B18]

A growing number of medical devices are designed to be connected to computer networks. Many of these
networked medical devices incorporate off-the-shelf software that is vulnerable to cyber security threats
such as viruses and worms. These vulnerabilities may represent a risk to the safe and effective operation of
networked medical devices and typically require an ongoing maintenance effort throughout the product life
cycle to assure an adequate degree of protection. FDA issued this guidance to clarify how existing
regulations, including the Quality System (QS) Regulation, apply to such cyber security maintenance
activities.

E.1.1.2.4 Guidance for Industry, FDA Reviewers and Compliance on Off-The-Shelf Software
Use in Medical Devices, 1999 [B19]

Off-the-shelf (OTS) software is commonly being considered for incorporation into medical devices as the
use of general purpose computer hardware becomes more prevalent. The use of OTS software in a medical
device allows the manufacturer to concentrate on the application software needed to run device-specific
functions. However, OTS software intended for general purpose computing may not be appropriate for a
given specific use in a medical device. The medical device manufacturer using OTS software generally
gives up software life cycle control, but still bears the responsibility for the continued safe and effective
performance of the medical device.

This guidance document was developed to address the many questions asked by medical device
manufacturers regarding what they need to provide in a pre-market submission to the FDA when they use
OTS software. The specific response to these questions depends on the medical device in question and the
impact on patient, operator, or bystander safety if the OTS software fails. Thus, the answer to the question,
“What do I need to document?” may differ and is based on the risk analysis that is an integral part of
designing a medical device. The detail of documentation to be provided to the FDA and the level of life
cycle control necessary for the medical device manufacturer increase as severity of the hazards to patients,
operators, or bystanders from OTS software failure increases.

This document lays out in broad terms how the medical device manufacturer can consider what is
necessary to document for submission to the agency. A BASIC set of need-to-document items is
recommended for all OTS software, and a detailed discussion is provided on additional (SPECIAL) needs
and responsibilities of the manufacturer when the severity of the hazards from OTS software failure
become more significant.

E.1.1.2.5 Guidance for Industry, Computerized Systems Used in Clinical Trials, 2007 [B17]

This document provides to sponsors, contract research organizations (CROs), data management centers,
clinical investigators, and institutional review boards (IRBs), recommendations regarding the use of
computerized systems in clinical investigations. The computerized system applies to records in electronic
form that are used to create, modify, maintain, archive, retrieve, or transmit clinical data required to be
maintained, or submitted to the FDA. Because the source data are necessary for the reconstruction and
evaluation of the study to determine the safety of food and color additives and safety and effectiveness of
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new human and animal drugs, and medical devices, this guidance is intended to assist in ensuring
confidence in the reliability, quality, and integrity of electronic source data and source documentation (i.e.,
electronic records).

E.1.1.3 Relevant international standards

E.1.1.3.1 ISO/IEC 13485:2003 Medical devices — Quality management systems —
Requirements for regulatory purposes [B32]

This international standard specifies requirements for a quality management system when an organization
needs to demonstrate its ability to provide medical devices and related services that consistently meet
customer requirements and regulatory requirements applicable to medical devices and related services.

Compliance with ISO/IEC 13485 requires establishment of a Quality System which is often embodied in a
Quality Manual with accompanying standard operating procedures (SOPs). From the perspective of IEEE
Std 730-2014, this Quality Manual and the accompanying SOPs are an example of an organizational
Quality Plan.

E.1.1.3.2 ISO/IEC 14971:2007 Medical devices — Application of risk management to
medical devices [B33]

This international standard specifies a process for a manufacturer to identify the hazards associated with
medical devices, including in vitro diagnostic (IVD) medical devices, to estimate and evaluate the
associated risks, to control these risks, and to monitor the effectiveness of the controls. The requirements of
this international standard are applicable to all stages of the life-cycle of a medical device.

Note that Risk Management for medical devices is not the same as risk management as defined in
ISO/IEC/IEEE 12207:2008.

E.1.1.3.3 ANSI/AAMI/IEC 62304:2006 Medical device software — Software life cycle
processes [B3]

The purpose of this standard is to define the life cycle requirements for medical device software. The set of
activities and tasks defined in this standard establishes a common framework for medical device life cycle
development processes.

This standard is based on ISO/IEC/IEEE 12207:2008 and is specifically aimed at development of medical
device software.

E.1.1.3.4 IEC 60601-1-4, Medical electrical equipment — Part 1-4: General requirements for
safety — Collateral Standard: programmable electrical medical systems, 2000 [B21]

This standard applies to the safety of medical electrical systems, as defined as follows: combination of
items of equipment, at least one of which is medical electrical equipment and inter-connected by functional

connection or use of a multiple portable socket-outlet. It describes the safety requirements necessary to
provide protection for the patient, the operator, and surroundings.
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E.2 Nuclear power generation industry

The nuclear power generation industry is regulated by government agencies. Links to several regulatory
bodies are listed below in Table E.1.

Table E.1—Nuclear regulatory agencies by country

Country Nuclear Regulatory Agency Link
Canada Canadian Nuclear Safety Commission www.nuclearsafety.gc.ca/eng
(CNSO)
China China Atomic Energy Authority (CAEA) WWWw.caea.gov.cn
France French Safety Authority (ASN) www.french-nuclear-safety.fr
Germany Federal Ministry for the Environment, Nature | www.bmu.de
Conservation, and Nuclear Safety
India Atomic Energy Regulatory Board www.aerb.gov.in
Japan Nuclear and Industrial Safety Agency (NISA) | www.nisa.meti.go.jp
Russia Russian Nuclear Safety Administration None found
United Kingdom | Office for Nuclear Regulation www.hse.gov.uk/nuclear
United States Nuclear Regulatory Commission (NRC) WWW.NIC.gov

This discussion is focused on the regulatory requirements in effect in the US at the time this standard was
published. Specific regulatory requirements in the US ensure that safety-related structures, systems and
components, as defined in Title 10 of the US Code of Federal Regulations, Part 50 [B7], perform
satisfactorily in service to assure safe plant operation.

Nuclear power plants have predominantly used analog controls and highly reliable components. Recent
developments in the nuclear power industry have led to the increased use of digital computers and software
for some safety-related (e.g., Reactor Protection Systems) and many non-safety related (e.g., chiller
control) functions. Organizations such as the US NRC and the Electric Power Research Institute (EPRI)
have developed regulatory guides and technical reports that provide guidance and recommendations in
developing software specifically for use in nuclear power plants. In addition, proposed designs for future
nuclear plants include increased used of digital control systems that require highly reliable software.

Regulatory requirements are also applied to software used in the design and analysis of safety-related
structures, systems, and components. The regulatory guides and technical reports from the US NRC and
EPRI also apply to design and analysis software.

The regulations, guidance, and standards discussed here typically require more stringent application of
software quality assurance (SQA) practices throughout the software development life cycle for software
used in the operation of both safety-related and non-safety related systems. SQA practices throughout the
software development life cycle also apply to software used for the design and analysis of nuclear power
plants.

Commercial systems (i.e., software-based systems not developed specifically for nuclear power plant
applications) may be used as part of a nuclear power plant's safety-related systems and components.
Commercially-available software may also be used in the design and analysis of safety-related systems.
IEEE Std 730-2014 can be used as a guide for acquisition and dedication of commercial software for use in
nuclear power plant applications.
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In this annex, examples of relevant regulations, guidelines, technical reports, and standards are listed and
discussed. Each section contains a description of the relationship between this standard (IEEE Std 730-
2014) and the listed documents.

E.2.1 Examples of relevant regulations, guidance documents, and international standards

E.2.1.1 US NRC regulations

The primary US NRC regulation falls under Title 10 of the US Code of Federal Regulations (CFR). 10
CFR Part 50 [B7] Appendix B addresses quality assurance, and 10 CFR Part 21 [B6] addresses reporting of
defects and noncompliance, and touches on the subject of dedication of commercial grade items. Neither
section mentions software specifically, but the regulations are applied to software.

a) 10 CFR Part 50 — Domestic Licensing of Production and Utilization Facilities. [B7]

This regulation is used in the US as the basis for licensing nuclear power generating stations. 10
CFR Part 50 Appendix B to this regulation is Quality Assurance Criteria for Nuclear Power Plants
and Fuel Reprocessing Plants.

Appendix B requirements are directly applicable to US licensees (including applicants), and
contractually imposed on suppliers.

Appendix B includes the following provisions:

US licensees (including applicants) are required to supply a description of the quality assurance
program in the design of the structures, systems, and components of the facility.

“Quality assurance” comprises all those planned and systematic actions necessary to provide
adequate confidence that a structure, system, or component will perform satisfactorily in service.
Quality assurance includes quality control, which comprises those quality assurance actions related
to the physical characteristics of a material, structure, component, or system which provide a means
to control the quality of the material, structure, component, or system to predetermined
requirements.

As defined by this standard, “Software Quality Assurance” is a set of independent activities that
define and assess the adequacy of software processes to provide evidence that establishes
confidence that the processes are appropriate for and produce software products of suitable quality
for their intended purposes. This is consistent with the regulatory requirement that a quality
assurance program provide adequate confidence that structures, systems, or components, including
software, will perform satisfactorily in service.

While not specifically endorsed by the US Nuclear Regulatory Commission as a means of
compliance with 10 CFR Part 50 Appendix B, IEEE Std 730-2014 is aligned with ASME NQA-1-
2008 [B1] and ASME NQA-1a-2009 [B2], and this standard may be used to aid in the development
of a software quality assurance program that meets the requirements of 10 CFR Part 50 Appendix
B. Conformance with IEEE Std 730-2014 does not guarantee compliance with applicable NRC
Regulations.

E.2.1.2 Canadian NSC regulations

Two Canadian regulations address or have an impact on SQA. CAN/CSA N286.7-99 [B4] addresses design
computer programs, and CAN/CSA N290.14-07 [B5] addresses pre-developed software for use in
instrumentation and control (I&C) applications.
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E.2.1.2.1 CAN/CSA N286.7-99, Quality Assurance of Analytical, Scientific and Design
Computer Programs for Nuclear Power Plants

CAN/CSA N286.7-99 specifies the Quality Program requirements applicable to the design, development,
maintenance, modification, and use of computer programs used in nuclear power plant applications to
perform or support:

a) Design and analysis of safety related equipment, systems, structures, and components

b) Deterministic and probabilistic safety analyses and reliability studies

¢) Reactor physics and fuel management calculations

d) Transfer of data between computer programs associated with a), b), or c)

e) Pre or post-processing calculations associated with a), b), or c)

The standard does not apply to computer programs used to control plant safety systems or operational
control systems.

Compliance with IEEE Std 730-2014, so long as independence is satisfied, is expected to satisfy CAN/CSA
N286.7-99 requirements.

E.2.1.2.2 CAN/CSA N290.14-07, Qualification of Pre-Developed Software for Use in Safety-
Related Instrumentation and Control Applications in Nuclear Power Plants

CAN/CSA N290.14-07 establishes a qualification process for pre-developed software used in nuclear
safety-related 1&C applications. It categorizes software as falling within one of four safety categories and
then assigns levels of rigor in Verification and Validation (V&V) based upon this along with software
complexity and product maturity.

Compliance with IEEE Std 730-2014, so long as independence is satisfied, is expected to satisfy CAN/CSA
N290.14-07 requirements.

E.2.1.3 Examples of guidance documents

Guidance documents include regulatory guides and technical reports from the US NRC, and Technical
Reports produced by EPRI, and the Nuclear Energy Institute (NEI). Many of these documents impose
specific requirements for SQA; while others deal with other parts of the software development life cycle.
This section lists a sampling of the applicable guidance documents.

The activities in IEEE Std 730-2014 may be used to meet all or part of the requirements in the guidance
documents below.

E.2.1.3.1 US NRC Regulatory Guides

The US NRC publishes many Regulatory Guides, which provide guidance in interpreting and applying the
provisions of the 10 CFR Part 50 Appendix B regulations and endorse consensus standards as meeting the

requirements of 10 CFR Part 50 Appendix B. These Regulatory Guides are available from the US NRC
website (www.nre.gov). Some examples include:

— Regulatory Guide 1.28, Quality Assurance Program Criteria (Design and Construction) [B52]
— Regulatory Guide 1.33, Quality Assurance Program Requirements (Operation) [B53]
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— Regulatory Guide 1.152, Criteria for use of Computers in Safety Systems of Nuclear Power Plants
[B54]

— Regulatory Guide 1.168, Verification, Validation, Reviews, and Audits for Digital Computer
Software used in Safety Systems of Nuclear Power Plants [B55]

— Regulatory Guide 1.169, Configuration Management Plans for Digital Computer Software Used in
Safety Systems of Nuclear Power Plants [B56]

— Regulatory Guide 1.170, Test Documentation for Digital Computer Software Used in Safety
Systems of Nuclear Power Plants [B57]

— Regulatory Guide 1.171, Software Unit Testing for Digital Computer Software Used in Safety
Systems of Nuclear Power Plants [B58]

— Regulatory Guide 1.172, Software Requirement Specifications for Digital Computer Software and
Complex Electronics Used in Safety Systems of Nuclear Power Plants [B59]

— Regulatory Guide 1.173, Developing Software Life-Cycle Processes for Digital Computer Software
Used in Safety Systems of Nuclear Power Plants [B60]

E.2.1.3.2 Technical reports

The US NRC has published technical reports and other documents that provide additional guidance on
established industry practices. Some examples include:

— U.S. Nuclear Regulatory Commission Standard Review Plan, Branch Technical Position 7-14 —
Guidance On Software Reviews For Digital Computer-Based Instrumentation And Control
Systems (Section B.3.1.3 Software Quality Assurance Plan (SQAP) is applicable) [B61]

— NUREG/CR-6101, Software Reliability and Safety in Nuclear Reactor Protection Systems (Section
3.1.2 and Section 4.1.2 are related to SQA plans) [B62]

— NUREG/CR-6421, A Proposed Acceptance Process for Commercial Off-the-Shelf (COTS)
Software in Reactor Applications [B63]

— NUREG/CR-6430, Software Safety Hazard Analysis [B64]

— NUREG/CR-6463, Review Guidelines on Software Languages for use in Nuclear Power Plant
Safety Systems — Final Report [B65]

E.2.1.3.3 Electric Power Research Institute technical reports

The EPRI has published technical reports that provide additional guidance on established industry
practices. Some examples include:

— EPRI NP-5652, Guideline for the Utilization of Commercial Grade Items in Nuclear Safety Related
Applications [B10]

— EPRI NP-6406, Guidelines for the Technical Evaluation of Replacement Items in Nuclear Power
Plants [B11]

— EPRI TR-1025243 Plant Engineering: Guideline for the Acceptance of Commercial-Grade Design
and Analysis Computer Programs Used in Nuclear Safety-Related Applications [B12]. This
guideline explicitly refers to IEEE Std 730 as an example of a standard for a documented and
effective quality assurance program.

— EPRI TR-103291-CD, Handbook for Verification and Validation of Digital Systems [B13]. This
handbook explicitly refers to industry standards such as IEEE Std 730, IEEE Std 1012, IEEE Std
1028™, and IEEE Std 1298™ for guidance with respect to good SQA practices.
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— EPRI TR-106439 1996, Guideline on Evaluation and Acceptance of Commercial Grade Digital
Equipment for Nuclear Safety Applications [B14]

E.2.1.4 Examples of standards

Several organizations have developed standards for the nuclear power industry. These organizations
include the IEEE Nuclear Power Engineering Committee, the IEEE Computer Society, the American
Society of Mechanical Engineers (ASME) Board of Nuclear Codes and Standards, and the American
Nuclear Society (ANS).

This section discusses two of the most widely applied standards in the nuclear power generation industry.
ASME NQA-1-2008 [B1], with ASME NQA-1a-2009 [B2] (together referred to as “NQA-1"), describes
the requirements for a nuclear quality assurance program, including several sections that address software
specifically. IEEE Std 7-4.3.2™-2010 [B24] discusses criteria for computers in nuclear power generating
stations.

The activities in IEEE Std 730-2014 may be used to meet all or part of the requirements in the standards
below.

— ASME NQA-1 [B1] [B2]. The following parts of the standard apply to the development and use of
software in nuclear facilities:

— Requirement 3, Sections 100, 400, 800, and 900
— Requirement 11, Sections 100, 200, 400, 500, and 600

—  Subpart 2.7, Quality Assurance Requirements for Computer Software for Nuclear Facility
Applications

—  Subpart 2.14, Quality Assurance Requirements for Commercial Grade Items and Services

—  Subpart 4.1, Application Appendix: Guide on Quality Assurance Requirements for Computer
Software

— IEEE Std 7-4.3.2-2010, IEEE Standard Criteria for Digital Computers in Safety Systems of Nuclear
Power Generating Stations [B24]. This standard explicitly calls out IEEE Std 730.
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Annex F
(informative)

SQA activities and their relationship to the agile development process

F.1 Introduction

Agile methods, such as Scrum, Extreme Programming, Dynamic Systems Development Methodology
(DSDM), Adaptive Software Development, Lean Methodology, and Feature Driven Development (FDD)
are approaches to building software to adapt to rapidly changing customer requirements. These methods
provide software suppliers the ability to respond in an agile manner.

These approaches typically follow the 12 principles below (See www.agilemanifesto.org/principles.html for
more information):

1) Our highest priority is to satisfy the customer through early and continuous delivery of valuable
software.

2)  Welcome changing requirements, even late in development. Agile processes harness change for the
customer’s competitive advantage.

3) Deliver working software frequently, from a couple of weeks to a couple of months, with a
preference to the shorter timescale.

4) Business people and developers work together daily throughout the project.

5) Build projects around motivated individuals. Give them the environment and support they need,
and trust them to get the job done.

6) The most efficient and effective method of conveying information to and within a development
team is face-to-face conversation.

7)  Working software is the primary measure of progress.

8) Agile processes promote sustainable development. The sponsors, developers, and users are
expected to be able to maintain a constant pace indefinitely.

9) Continuous attention to technical excellence and good design enhances agility.
10) Simplicity—the art of maximizing the amount of work not done—is essential.
11) The best architectures, requirements, and designs emerge from self-organizing teams.

12) At regular intervals, the team reflects on how to become more effective, then tunes and adjusts its
behavior accordingly.

Agile approaches include but are not limited to the following elements:

— Burndown charts

—  Collaborative development
—  Collective code ownership
—  Continuous feedback

— Continuous integration
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—  Customer involvement
—  Pair programming

— Refactoring

—  Small development teams
—  Small releases

—  Sprint/timeboxes

—  Test-driven development

F.2 Modifying the 16 SQA activities to accommodate agile software development
When implementing an agile software development process, the 16 software quality assurance (SQA)

activities in IEEE Std 730-2014 could be modified according to Table F.1 below. Note that standard
conformance, regulatory concerns, or customer requirements are to be included in any tailoring for agile.

Table F.1—SQA activities and their adaptation to the agile development process

Subclause Task Adaptation to Agile

53 SQA process
implementation
activities

5.3.1 Establish the In an agile environment, the “contract” is represented by the backlog, which is
SQA processes continually updated by mutual agreement between the software producer and

customer according to a defined incremental process. The SQA process itself
needs to be flexible, with as-needed updates to the SQA Plan to reflect current
events.

The “elements required by the contract” are placed in the backlog. In addition to
software products, the “elements required by the contract” include artifacts such
as plans, documentation, test artifacts, and others as specified in the SQAP and
project management plans, which agile teams typically address as items in the
backlog to be independently estimated and prioritized by the customer.

Agile teams tailor the process, mostly through retrospectives at iteration
completions, to fit the project’s plan.

Successful agile projects incorporate SQA and testers as collaborators within the
iteration process itself, rather than having them as a separate and subsequent
activity to development. SQA elements include test-driven development, tester,
and customer inclusion in development teams, continual integration, automated
builds, regression testing.

Requirements are embodied and managed within the backlog. They are generally
expressed as defined statements (usually outlined as brief user stories), which
include acceptance criteria to demonstrate that the user story has been satisfied or
confirmed. The user stories are carried out in time-boxed iterations and releases,
can be reasonably accurately estimated relative to similar efforts, and can be
clearly tested with a result of “done” completely or “not done.”

Note that those involved in an agile project may resist SQA, believing it to
represent gatekeepers and bottlenecks. While that is not the case—see especially
the 9" and 12" principles above—this resistance needs to be proactively
addressed in many agile environments.
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Table F.1—SQA activities and their adaptation to the agile development process

(continued)

Subclause Task Adaptation to Agile

532 Coordinate with The main process with which to coordinate is the agile software development
related software process itself.
processes The pri | : .

primary related software processes that SQA coordinates with are
Verification, Validation, Review, and Audit. In an agile environment, all of these
processes are integrated within each iteration in a collaborative process. For
example, 1) Verification and validation can generate the tests used for Test-
Driven Development; 2) Unit and integration testing can be provided by the
observing member of a programming pair; 3) Reviews can be done on a daily
basis; and 4) Audits can be part of the end-of-iteration retrospective.
A narrow focus of agile projects can miss or disregard significant software
processes, such as business analysis, project management, and SQA, which
typically are more evident and explicitly related to development in other
methodologies. These processes need to be involved in either the iteration team,
the product-owner team in charge of the backlog, or both.

533 Document SQA The product assurance portion of the SQAP assures that there is a testable
planning definition of “done” for each of the requirement elements (i.e., items in the

backlog).

The process assurance portion of the SQAP aims to assure that agile values and
principles (see the 12 principles above) are applied throughout the established
process to ensure process effectiveness and efficiency. In some agile methods,
this is the responsibility of a defined role. For example, in Scrum, the Scrum
Master is responsible for ensuring that the Scrum process is followed.

The SQA Plan for an agile project is tailored for products and processes that may
be more incremental and changeable. Therefore, the SQAP itself becomes an
evolving document.

534 Execute the SQA | Because the SQAP is addressing an iterative process, the SQAP may be tailored
Plan at the beginning of each iteration to reflect the project’s unique circumstances.

53.5 Manage SQA Any non-conformances raised may be inserted as an item in the product backlog
records and prioritized by the product owner. Some suggestions are that the records

created by agile iteration teams be easy to generate (e.g., taking a digital picture
of the whiteboard on which progress is tracked), with more formal records being
the responsibility of the product owner/project manager team.

5.3.6 Evaluate Local team-specific evaluations of objectivity and independence may be carried
organizational out by the team through retrospectives. Project and enterprise-wide evaluations
independence and | would be carried out through the usual SQA audit process.
objectivity Preserving the technical, managerial, and financial independence of SQA can be

a challenge in an agile environment due to its team-centric and informal nature.
Dotted-line relationships to the organization’s quality or senior management may
address this. As a minimum, the project needs to carry out the objectivity and
independence standards required by the industry in which it is engaged.

5.4 Product
assurance
activities

54.2 Evaluate plans for | In an agile environment, the plans tend to be more informal, with emphasis on
conformance to frequent delivery of working software, strong customer involvement, and robust
contracts, reaction to change. The strong customer involvement will be leveraged to assess
standards, and conformance of the plans.
regulations
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Table F.1—SQA activities and their adaptation to the agile development process

(continued)

Subclause Task Adaptation to Agile

543 Evaluate product | Individual backlog items are determined as “done” (conforms to requirements) or
for conformance “not done” (does not conform to requirements). SQA evaluates whether the
to established processes that determine whether items are “done” or not are indeed effective.
requirements The strong customer involvement will be leveraged to assess conformance of the

product.
The testing function plays an important role in determining software product
conformity and in the development of the software products themselves.

544 Evaluate product | This is a continual process in agile, not just at final delivery. Agile methods tend
for acceptability to identify necessary subsequent product changes as “refactoring,” which

demonstrates agile development’s flexibility and reaction to change.

As part of determining that user stories are “done,” the team completes the tasks
listed as SQA activities and SQA 1is to be part of the team.

At the end of the project, the customer indicates that all of the accepted deliveries
constitute acceptable completion of the project.

5.4.5 Evaluate product | Agile methodology provides an in-team SQA coach that produces value with the
life cycle support | team. The customer is expected to commit their own resources to provide support
for conformance and feedback.

5.4.6 Measure products | Measures are to focus on the development (iteration) teams and overall project
management. Measures focused on the development teams (e.g., burn-down
charts, test cases and results, burn-up charts) track progress within the iteration
itself, while measures focused on project management (e.g., changes in project
backlog by iteration) track progress on the overall product backlog, interactions
among product components, overall quality, and customer satisfaction.

In an agile project, all team members provide continual feedback. Product and
process measures are updated and available on a continual basis.

To the extent that the product and process measures are collected by the
development teams, it is necessary to have tools and processes that allow the
development teams to capture the data easily and quickly.

55 Process

assurance
activities

552 Evaluate life Additional processes include the backlog administration process, continuous
cycle processes integration, test inspection, and automation of integration and regression tests. In
and plans for agile, these SQA activities are processes.
conformance

553 Evaluate In the agile software development life cycle process, the evaluation of the
environments for | software development and test environments against the project plans are to be
conformance done on a continual basis, since both environments may need to change.

554 Evaluate In agile methods, the project management and staff including SQA are customers
subcontractor of the subcontractor and therefore participate in the project more closely. SQA
processes for plays a similar role that the acquirer’s SQA plays in the main project itself.
conformance

555 Measure Same adaptation steps listed for 5.4.6, Measure products
processes

5.5.6 Assess staff skill No change, except that “staff” includes the customer or customer representative.
and knowledge
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Annex G
(informative)
Mapping between IEEE Std 730-2014 and ISO/IEC 29110 standard for Very

Small Entities

This annex presents a description of the coverage of the tasks of IEEE Std 730-2014 by the Basic profile of
ISO/IEC 29110:2011 [B40] standard.

ISO/IEC 29110:2011 standards and technical reports are targeted at Very Small Entities. A Very Small
Entity (VSE) is defined as an enterprise, organization, department or project having up to 25 people [B40].
The ISO/IEC 29110:2011 is a series of international standards and technical reports entitled “Software
Engineering — Lifecycle profiles for Very Small Entities.” A collection of four profiles provides a
progressive approach to satisfying a vast majority of the needs of VSEs involved in the development of
non-critical software.

From studies and surveys conducted [B45] [B46], it is clear that the majority of international standards do
not address the needs of VSEs. Conformance with these standards is difficult, if not impossible, giving
VSEs no way, or very limited ways, to be recognized as entities that produce quality software in their
domain. Therefore, VSEs are often cut off from some economic activities.

In addition, it has been found that VSEs find it difficult to relate international standards to their business
needs and to justify their application to their business practices. Most VSEs can neither afford the
resources, in terms of number of employees, budget, and time, nor do they see a net benefit in establishing
software life cycle processes. To rectify some of these difficulties, a set of standards and technical reports
(e.g., guides) have been developed according to a set of VSE characteristics.

The ISO/IEC 29110:2011 standards are based on subsets of appropriate standards elements, referred to as
profiles. The purpose of a profile is to define a subset of international standards relevant to the VSE context
(e.g., processes and outcomes of ISO/IEC/IEEE 12207:2008 and information items of ISO/IEC/IEEE
15289:2011). For VSEs developing non-critical software, a set of four profiles have been developed: Entry,
Basic, Intermediate, and Advanced. The Entry profile is suitable for a start-up VSE that started the business
less than three years ago, or a project with a size of less than six person-months. The Basic profile describes
software development practices of a single application by a single project team with no special risk or
situational factors. The Intermediate profile is targeted at VSEs developing multiple projects within the
organizational context taking advantage of it. The Advanced profile is targeted to VSEs that want to sustain
and grow as an independent competitive software development business.

All profiles provide a Software Implementation process and a Project Management process. The purpose of
the Project Management process is to establish and carry out in a systematic way the tasks of the software
implementation process, which allows complying with the project’s objectives in the expected quality,
time, and cost. Table G.1 lists the objectives of the Project Management process. Most software quality
assurance (SQA) activities are covered by “PM.O7: Software Quality Assurance is performed to provide
assurance that work products and processes comply with the Project Plan and Requirements Specification.”
The implementation of SQA is through the performance of verifications, validations, and review tasks
described in the project management process and the software implementation process.
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Table G.1—Objectives for the Project Management process of the Basic profile
of ISO/IEC 29110:2011

Identification of Description of the objective
the objective

PM.O1 The Project Plan for the execution of the project is developed according to the
Statement of Work and validated with the Customer. The tasks and resources
necessary to complete the work are sized and estimated.

PM.O2 Progress of the project is monitored against the Project Plan and recorded in the
Progress Status Record. Corrections to remediate problems and deviations from
the plan are taken when project targets are not achieved. Closure of the project is
performed to get the Customer acceptance documented in the Acceptance Record.

PM.O3 The Change Requests are addressed through their reception and analysis. Changes
to the software requirements are evaluated for cost, schedule and technical impact.

PM.O4 Review meetings with the Work Team and the Customer are held. Agreements
are registered and tracked.

PM.O5 Risks are identified as they develop and during the conduct of the project.

PM.O6 A software Version Control Strategy is developed. Items of Software

Configuration are identified, defined and baselined. Modifications and releases of
the items are controlled and made available to the Customer and Work Team
including the storage, handling and delivery of the items.

PM.O7 Software Quality Assurance is performed to provide assurance that work products
and processes comply with the Project Plan and Requirements Specification.

The purpose of the Software Implementation process is the systematic performance of the analysis, design,
construction, integration, and tests activities for new or modified software products according to the
specified requirements. Table G.2 lists the objectives of the Software Implementation Process of the Basic
profile of ISO/IEC 29110:2011.

Table G.2—Objectives for the Software Implementation process of the Basic profile
of ISO/IEC 29110:2011

Identification of Description of the objective
the objective
SI.O1 Tasks of the activities are performed through the accomplishment of the current
Project Plan.
SI1.O2 Software requirements are defined, analyzed for correctness and testability,

approved by the Customer, baselined, and communicated.

SI.03 Software architectural and detailed design is developed and baselined. It describes
the software items and internal and external interfaces of them. Consistency and
traceability to software requirements are established.

S1.04 Software components defined by the design are produced. Unit test are defined and
performed to verify the consistency with requirements and the design. Traceability
to the requirements and design are established.

SI.OS Software is produced performing integration of software components and verified
using Test Cases and Test Procedures. Results are recorded at the Test Report.
Defects are corrected and consistency and traceability to Software Design are
established.
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Table G.2—Objectives for the Software Implementation process of the Basic profile of
ISO/IEC 29110:2011 (continued)

Description of the objective

Identification of
the objective

SI1.O6

A Software Configuration, that meets the Requirements Specification as agreed to
with the Customer, which includes user, operation, and maintenance
documentations is integrated, baselined, and stored at the Project Repository.
Needs for changes to the Software Configuration are detected and related Change
Requests are initiated.

S1.O7 Verification and Validation tasks of all required work products are performed
using the defined criteria to achieve consistency among output and input products
in each activity. Defects are identified and corrected; records are stored in the

Verification/Validation Results.

Table G.3 shows coverage of the Project Management and Software Implementation activities and tasks of
the Basic profile of ISO/IEC 29110:2011 against IEEE Std 730-2014. An assumption is that a VSE has
fully implemented the Project Management and Software Implementation activities and tasks of the Basic
profile. The coverage is indicated in Table G.3 using the following convention:

— Full Coverage =F
— Partial Coverage =P

—  No Coverage =N

Table G.3—Coverage of the Project Management and Software Implementation activities
and tasks of the Basic profile of ISO/IEC 29110:2011 against IEEE Std 730-2014

IEEE Std | Activities and Tasks | Coverage | ISO/IEC 29110:2011 Comments
730-2014 (F/P/N) Basic Profile
subclause
53 SQA process
implementation
activities
5.3.1 Establish the SQA P There is no specific The SQA tasks are embedded in the
processes SQA process in the project management and software
Basic profile. implementation processes.
Objective PM.O7.
532 Coordinate with F There are only 2 There are interfaces between the two
related software processes: project processes.
processes ma;nagement and Verification and validation tasks are
s0 tware . embedded in the two processes.
implementation
biecti d Roles are defined and members of team
Objectives PM.O1 an are assigned role(s).
SL.O1.
533 Document SQA P There is no SQA plan. | The SQA tasks and embedded in the
planning Objective PM.O1 project management and the software
T implementation processes.
SQA tasks are planned and described in
the project plan.
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Table G.3—Coverage of the Project Management and Software Implementation activities
and tasks of the Basic profile of ISO/IEC 29110:2011 against IEEE Std 730-2014

(continued)

processes and plans
for conformance

IEEE Std | Activities and Tasks | Coverage | ISO/IEC 29110:2011 Comments
730-2014 (F/P/N) Basic Profile

subclause

534 Execute the SQA P There is no SQA plan. | SQA tasks are executed in the project
Plan Objectives PM.O2, management and the software

PM.O3. PM.O4. and | implementation processes.
S1.07.
535 Manage SQA records | F Objectives PM.O2,
PM.O3, PM.O4,
PM.O7, and S1.O7.

5.3.6 Evaluate N Technical, financial, managerial
organizational independence are not met.
independence and
objectivity

5.4 Product assurance
activities

54.1 Defining product P Objectives PM.O1, Tasks to evaluate the project plan and
assurance PM.O2, PM.O3, products are defined in the processes.

PM.O4, PM.0O6, There is no SQA (department, group,
PM.07, SL.OG6, and person) specified in the processes.
S1.O7.

542 Evaluate plans for P Objectives PM.O1, Evaluation of the project plan and
conformance to PM.O2, PM.O3, products are defined in the processes.
cogtractsl, sTandards, PM.O4, PM.O6, . There is no SQA (department, group,
and regulations PM.O7, SL.OG, an person) specified in the processes.

S1.O7.

5.4.3 Evaluate product for | P Objectives PM.O1, There is no SQA (department, group,
conformance to PM.O2, PM.O7, person) specified in the processes.
established SI1.06, and S1.O7.
requirements

544 Evaluate product for | P Objectives PM.O1, There is no SQA (department, group,
acceptability PM.O2, PM.O7, person) specified in the processes.

S1.06, and SI1.O7.

545 Evaluate product life | P Objective PM.O2. There is no SQA (department, group,
cycle support for person) specified in the processes.
conformance

5.4.6 Measure products P Objective PM.O1, There is no SQA (department, group,

PM.0O2, and SI.OL1. person) specified in the processes.

5.5 Process assurance
activities

5.5.1 Defining process N There is no SQA (department, group,
assurance person) specified in the processes.

5.5.2 Evaluate life cycle P Objective PM.O2. There is no SQA (department, group,

person) specified in the processes.

The evaluation tasks are embedded in
project management and software
implementation processes.

The contract is not used to verify
compliance. The statement of work is
used instead.

the
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Table G.3—Coverage of the Project Management and Software Implementation activities
and tasks of the Basic profile of ISO/IEC 29110:2011 against IEEE Std 730-2014
(continued)

IEEE Std | Activities and Tasks | Coverage | ISO/IEC 29110:2011 Comments

730-2014 (F/P/N) Basic Profile

subclause

553 Evaluate P Objective PM.O2. There is no SQA (department, group,
environments for person) specified in the processes.
conformance

554 Evaluate N For VSEs, it is assumed, for the Basic
subcontractor profile, that no work would be
processes for subcontracted.
conformance

555 Measure processes P Objective PM.O1, There is no SQA (department, group,

PM.O2, and SI.O1. person) specified in the processes.

5.5.6 Assess staff skill and | N One assumption for this profile is: the

knowledge project working team, including project
manager, is trained.
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Annex H
(informative)

Software tool validation

In some regulated industries such as nuclear power and medical devices, software tools used to develop and
test software may need to be validated based on their intended use. This requirement exists because
software tools are just as likely to have defects as any other software. This requirement applies to off-the-
shelf software tools (both purchased and open source) as well as software tools developed by the software
supplier for their own internal use.

Such development tools are to be validated in a manner consistent with the overall software integrity level.
Only those features of the tool that are used on the project need to be validated. The validation is to be
based on published documentation provided by the tool supplier (for purchased and open source tools) or
tool requirements specifications (for tools developed in-house). The degree of validation (breadth and
depth) is to be commensurate with software integrity level.

In some cases, explicit tool validation may not be needed for a specific tool if it can be shown that the tool
function is not directly related to safety-critical aspects of the project. In addition, tool validation for a
specific tool may not be needed if there is a downstream process that would catch a defect injected by the
tool into the software product. For example, a Computer Aided Design (CAD) drawing tool is useful in
preparing flowcharts. The flowchart itself is something that can be reviewed and determined to be correct.
Therefore, the CAD tool that creates the flowchart does not need to be validated.

The rationale for not validating a tool needs to be documented.

The project is to identify and maintain a list of all software tools used for both development and testing.
The list includes the following minimum information:

— Tool name and version number

—  Tool supplier

— Tool users [e.g., development, software quality assurance (SQA), test]

— Tool purpose

—  Tool features used

— Tool validation status (i.e., validated, to be validated, not validated—justification)

— Tool validation records (pointer to where validation records are stored)

— Release notes (location of release notes for tool, if applicable)
Exception: Implicit validation of compilers is performed using means that may include testing and several
other activities described below. Testing of the application implicitly validates compilers for their intended

use. Explicit testing of compilers is not required. Specific validation activities for compilers include the
following tasks:

—  Compiler supplier qualification.
Compiler supplier qualification provides confidence that the compiler supplier has a robust

development process and provides information regarding known compiler problems to their
customers in a timely manner. The Development Team will identify all compilers used on projects.
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This identification will include supplier name, location, contact information, and the specific
version/release number of the compiler(s) that have been and are being used.

— Review Compiler Bug List.

The Development Team is responsible for obtaining and reviewing, on a regular basis, current bug
lists that are specific to the compiler(s) being used to develop software. The Development Team
may also use other means, such as Compiler User Groups, etc. to obtain factual information
regarding potential compiler bugs and related information.

— Identify Compiler Features to Avoid.

Based on reviewing compiler bug list, collective development experience using the compiler(s), and
any other sources of factual information, the Software Development Team will identify and
document those compiler features that the Development staff is to avoid using in order to ensure
that those defects do not adversely affect the software under development.

—  Compiler Change Control.

In general, the version of a compiler is not to be changed once development begins. This reduces
the likelihood of introducing defects that result from bugs in the compiler.

— Maintenance of Compiler Versions.

Once a release is deployed, the specific version of the compiler and related development
environment tools used to develop that release are archived and preserved such that Development
could re-create, if necessary, the environment used to develop that release. Specifically, if the need
arose to provide a field update for a released version, the exact set of development tools that were
used to create that release are available to Development staff. This requirement pertains to all
releases of software that are currently in active use in the field. Development and V&V together are
jointly responsible for ensuring that this requirement is met.

The requirement for tool validation in the medical device industry can be found in:

—  General Principles of Software Validation, Final Guidance for Industry and FDA Staff , January
2002 [B16]

The requirements for tool validation in the nuclear power industry can be found in:

— IEEE Std 7-4.3.2™-2010, Criteria for Digital Computers in Safety Systems of Nuclear Power
Generating Stations [B24]

— ASME NQA-1-2008, Quality Assurance Requirements for Nuclear Facility Applications [B1]

— ASME NQA-1a-2009, Addenda to ASME NQA-1-2008, Quality Assurance Requirements for
Nuclear Facility Applications [B2]
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Annex |
(informative)

Assessing product risk: Software integrity levels and assurance cases

1.1 Software integrity levels

Software integrity levels are a range of values that represent software complexity, criticality, risk, safety
level, security level, desired performance, reliability, or other project-unique characteristics that define the
importance of the software to the user and acquirer. The characteristics used to determine software integrity
level vary depending on the intended application and use of the system. The software is a part of the
system, and its integrity level is to be determined as a part of that system.

The assigned software integrity levels may change as the software evolves. Design, coding, procedural, and
technology features implemented in the system or software can raise or lower the assigned software
integrity levels. The software integrity levels established for a project will result from agreements among
the acquirer, supplier, developer, and independent assurance authorities (e.g., a regulatory body or
responsible agency).

A software integrity level scheme is a tool used in determining software integrity levels. IEEE Std 1012-
2012 [B26] provides an example of a four-level scheme, shown in Table 1.1 below.

Table I.1—Example of four-level software integrity level scheme

Level Description

4 Software element executes correctly or grave consequences (loss of life, loss of system,
economic, or social loss) will occur. No mitigation is possible.

3 Software element executes correctly or the intended use (mission) of the system/software
will not be realized, causing serious consequences (permanent injury, major system
degradation, economic, or social impact). Partial to complete mitigation is possible.

2 Software element executes correctly or an intended function will not be realized, causing
minor consequences. Complete mitigation possible.

1 Software element executes correctly or intended function will not be realized, causing
negligible consequences. Mitigation not required.

A system integrity level can be assigned to an entire system, inclusive of software. In addition, software
integrity levels can be applied to individual elements or components of the system. A risk-based approach
is used to define an appropriate set of integrity levels for a given system and elements as illustrated in
Figure 1.1 below.
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Figure .1—SQA activities assigned based on integrity level

The four integrity levels in Table 1.2, below, are examples, not normative. An organization can choose the
number of integrity levels to suit their own purposes. Organizations can use this chart to cross-reference
IEEE Std 730-2014 tasks by modifying the number of columns for integrity levels.

Table 1.2—Example of integrity level mapping to IEEE Std 730-2014 tasks

1 2 3 4
(Lowest) (Highest)

SQA process implementation activities
Establish the SQA processes X X
Coordinate with related software processes X X
Document SQA planning X X X X
Execute the SQA Plan X X X X
Manage SQA records X X X X
Evaluate organizational independence and objectivity X X
Product assurance activities
Evaluate plans for conformance to contracts, standards, and X X
regulations
Evaluate product for conformance to established requirements X X
Evaluate product for acceptability X X X
Evaluate product life cycle support for conformance X X
Measure products X X
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Table I.2—Example of integrity level mapping to IEEE Std 730-2014 tasks (continued)

1 2 3 4
(Lowest) (Highest)

Process assurance activities
Evaluate life cycle processes and plans for conformance X X
Evaluate environments for conformance X X
Evaluate subcontractor processes for conformance X X
Measure processes X X
Assess staff skills and knowledge X X

SQA tasks based on integrity levels are shown in Table 1.3, below.

Table 1.3—SQA Tasks Based on integrity levels

1 2 3 4
(Lowest) (Highest)

PROCESS IMPLEMENTATION TASKS
Establish SQA role X X
Establish SQA policy/processes X X
Identify SQA organizational interfaces X X
Prepare SQA plan X X X
Manage SQA effort X X X
PROCESS TASKS
Create SQA records/forms X X
PRODUCT TASKS
Evaluate project plans X X
Evaluate supplier plans/documents X X
Review acceptance criteria X X
Review product measurements and measurements procedures X X
PROCESS TASKS
Perform activity audits X X
Perform project reviews X X
Perform supplier process reviews/audits X X
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I.2 Overview of activities for integrity level determination

The degree of rigor and intensity in performing software quality assurance (SQA) activities and tasks is
commensurate with the software integrity level. As the software integrity level changes, so does the
required scope, intensity, and degree of rigor associated with SQA tasks.

SQA proposes an integrity level scheme if one is not already defined for the project. The integrity levels
established for a project will result from agreements among the acquirer, supplier, developer, and
independent assurance authorities (e.g., a regulatory body or responsible agency).

The integrity level assigned to reused, commercial off the shelf (COTS), and government off the shelf
(GOTS) components will be in accordance with the integrity level scheme adopted for the project, and the
reused COTS or GOTS component will be evaluated for use in the context of its application. Design,
development, procedural, and technology features implemented in the system can raise or lower the
assigned integrity levels.

Tools that insert or translate code (e.g., optimizing compilers, auto-code generators) will be assigned the
same integrity level as the integrity level assigned to the element that the tool affects.

The mapping of the integrity level scheme and the associated minimum SQA tasks will be documented in
the SQA Plan. The basis for assigning integrity levels to components will be documented in the appropriate
report in accordance with agreements and legal, regulatory, or product sector requirements.

The integrity level assignment will be continually reviewed and updated throughout the life cycle. If the
integrity level is revised, the effect of the revision on existing requirements is evaluated to identify
additional activities and tasks to be performed regressively on the system, software, and hardware.
Corresponding SQA activities and tasks are identified to assure that the proper SQA effort is applied based
on its revised integrity level.

This standard recommends the use of software integrity levels for projects where the risk of adverse effects
is of concern to project stakeholders. While not explicitly required by this standard, use of integrity levels
may be required by regulatory bodies in safety-critical industries.

Software integrity level schemes are often required in safety-critical industries such as nuclear power,
medical devices, etc. Safety-critical industries require compliance with industry regulations and use of
industry-specific standards. Safety-critical industries have their own unique terms for defining risk and
integrity levels. Examples of software integrity levels in several safety-critical industries are included in
Table 1.4 below. For some industries, safety classified systems are systems defined by the regulator as
having safety significance.
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Table I.4—Summary of terms used for safety-critical software

Industry

Standard or reference

Terms used for safety critical software

Avionics

RTCA DO-178B, Software Considerations
in Airborne Systems and Equipment
Certification [B51]

DO-178B defines five software levels. Each level
is defined by the failure condition that can result
from anomalous software behavior.

Failure Condition Software Level

Catastrophic Level A
Hazardous/Severe Level B
Major Level C
Minor Level D
No Effect Level E

Nuclear Power

IEEE Std 7-4.3.2-2010, Criteria for Digital
Computers in Safety Systems of Nuclear
Power Generating Stations [B24]

Software integrity levels.

“The software V&V effort shall be performed in
accordance with IEEE Std 1012-2012. The IEEE
Std 1012-2012 V&V requirements for the highest
integrity level (software integrity level 4) apply to
systems developed using this standard (i.e., IEEE
Std 7-4.3.2). See IEEE Std 1012-2012 Annex B for
a definition of integrity level 4.”

Nuclear Power

IEC 61513, Nuclear power plants —
Instrumentation and control important to
safety — General requirements for systems
[B23]

Important to Safety

The standard provides requirements and
recommendations for the instrumentation and
control for systems important to safety of nuclear
power plants.

Nuclear Power

EPRI 1025243, Plant Engineering:
Guideline for the Acceptance of
Commercial Grade Design and Analysis
Computer Programs Used in Nuclear
Safety-Related Applications [B12]

Software Safety Classification

EPRI 1025243 provides for safety classification by
Failure Modes and Effects or by Impact
Categorization.

Medical Devices

ANSI/AAMI/IEC Standard 62304:2006,
Medical device Software — software life
cycle processes [B3]

Software Safety Classification:

IEC Standard 62304:2006 software safety
classification are based on severity as follows:

Class A No injury or damage to health is
possible.

Class B Non-serious injury is possible.

Class C Death or serious injury is possible.
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Table I.4—Summary of terms used for safety-critical software (continued)

Industry Standard or reference Terms used for safety critical software
Space NASA Technical Standard 8739.8 2004, Software Class:
Exploration Software Assurance Standard [B47]

Class A Human Rated Software Systems
Class B Non-Human Space Rated

Class C Mission Support Software

Class D Analysis and Distribution Software

Class E Development Support Software

Transportation IEC 61508, Functional Safety of Safety Integrity level
Electrical/Electronic/Programmable
Electronic Safety-related Systems [B22] The Safety Integrity level (SIL) is determined from

the probability of failure. For systems that operate
continuously the allowable frequency of failure is
determined. For systems that operate intermittently
Rail the probability of failure is specified as the
probability that the system will fail to respond on
EN 50128, Railway applications — Software | demand.

for railway control and protection systems
[B6], provides a specific interpretation of
IEC 61508 for railway applications.

Low demand mode: ng.h demand or.
average probability continuous mode:
Automotive Software SIL of failure on P robabthy of
demand dangerous failure per
The development of software for safety . hour
related automotive systems is | R 1 . s
predominantly covered by the Motor 1 210" to < 10° =107 to < 10°
Industry Software Reliability Association =
guidelines (MISRA). The MISRA project 2 >107to< 107 >107to<10°
was conceived to develop guidelines for the | L
creation of emb@dded software in road 3 >10%to < 107 >10% to < 107
vehicle electronic systems. In November L]
1994, Development Guidelines for Vehicle ] 5 I o R
Based Software was published. This 4 2107 to<10 2107 to<10

document provides the first automotive
industry interpretation of the principles of
the emerging standard IEC 61508.

Additional information on the definition and use of integrity levels can be found in ISO/IEC 15026-3:2013
[B38].

1.3 Assurance cases

In the report, Software for Dependable Systems—Sufficient Evidence?, by the Committee on Certifiably
Dependable Software Systems of the National Research Council [B44], the Committee recommends an
evidence-based approach for assessing and assuring dependability in software systems that argues for and

justifies dependability claims based on explicit evidence supporting such arguments and claims.

“Software assurance is an important part of the software development process to reduce risks and ensure
that the software is trustworthy. The critical importance of establishing and assuring dependability and
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trustworthiness (e.g., safety, security, reliability, etc.) of systems and/or software in avionics, industrial
control systems and other safety and mission-critical systems has long been recognized” [B49].

An assurance case can be defined as a documented body of evidence that provides a convincing and valid
argument that a specified set of critical claims about a software system’s properties are adequately justified
for a given application in a given context.

An assurance case presents an argument that a software system (e.g., a combination of hardware and
software) is acceptably safe, secure, reliable, in a given context. Experience with assurance cases has
mainly been in the area of safety-critical systems. Such assurances cases have also been called safety cases.

An assurance case requires claims, evidence, and arguments linking evidence to claims:

— Claim: A statement regarding a critical characteristic (i.e., safety, security, reliability) of the system
that is being asserted.

— Arguments: Explanations that can be reasonably interpreted as indicating that the critical
characteristics are met, usually by demonstrating compliance with requirements, sufficient
mitigation of hazards, or avoidance of hazards.

— Evidence: Results of observing, analyzing, testing, simulating, and estimating the properties of a
system that provides fundamental information from which the presence of some system
characteristic can be inferred.

An assurance case is a representation of a claim or claims, and the support for these claims. These claims
can be the claims in which confidence is needed. The structure of an assurance case is shown in Table L.5.

Table I.5—Structure of an assurance case

Assurance Case Part Explanation

Claim: A claim being made about some aspect of a software system

Specific arguments supporting the claim:
e Argument #1
Arguments: e Argument #2

e Argument #n

Factual evidence (including reviews, records, and test results)
that support each of the arguments.

e Evidence #1
Evidence: o Evidence #2

e Evidence #n

A software assurance case is constructed during the course of a software engineering project, in support of
that project. Once constructed, an assurance case provides a degree of confidence that the execution of the
software will not cause adverse results. The degree of confidence depends upon the breadth and depth of
the assurance case. The higher the necessary degree of confidence, the broader and deeper the assurance
case or the set of assurance cases will be.
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1.3.1 Claims

A claim is a statement regarding some safety-critical aspect of a system that may be of concern to the
project stakeholders. For example:

Example

claim: The software is safe for use in a specified environment, for a specified intended use.

Claims can be made at the system level or at the software level and are intended to provide a level of
confidence in the developed system.

1.3.2 Arguments

An argument is a statement intended to demonstrate why the claim is true. For example:

Example The software is safe for use in a specified environment, for a specified intended
Claim: use.
Argument #1:

e The System Requirements Specification was reviewed by qualified engineers
and was determined to be correct.

Argument #2:

e The Software Requirements Specification was reviewed by qualified
Example engineers and was determined to be correct.

Arguments: | Argument #3:

e Safety-critical source code was reviewed by qualified engineers against the

Software Requirements Specification and coding guidelines and was
determined to be correct.

Argument #4:

o All software requirements were tested by an independent test team.
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1.3.3 Evidence

Evidence provides factual information that directly supports the arguments. For example,

Example The software is safe for use in a specified environment, for a specified intended
Claim: use.
Argument 1:

e The System Requirements Specification was reviewed by qualified
engineers and was determined to be correct.

Argument 2:
e The Software Requirements Specification was reviewed by qualified
Example engineers and was determined to be correct.
Arguments: Argument #3:

e  Safety-critical source code was reviewed by qualified engineers against
the Software Requirements Specification and coding guidelines and was
determined to be correct.

Argument #4:

e  All software requirements were tested by an independent test team.

The following evidence is available to support each of the arguments listed
above:

Evidence for Argument #1:
e  Meeting minutes for the System Requirements Review

e Resolution of Corrective Actions taken for issues raised against System
Requirements Specification

Evidence for Argument #2:
e  Meeting minutes for the Software Requirements Review

e Resolution of Corrective Actions taken for issues raised against

Example Software Requirements Specification

Evidence:
Evidence for Argument #3:

e  Meeting minutes for source code review

e Resolution of Corrective Actions taken for issues raised during source
code review

Evidence for Argument #4:
e  Meeting minutes for all Technical Reviews

e Test Execution Records and Requirements Trace Matrix showing all
software requirements and tests performed against those requirements

This standard recommends the use of assurance cases for projects where risk of adverse effects is of
concern to project stakeholders. While not explicitly required by this standard, use of assurance cases may
be required by regulatory bodies in safety-critical industries.

114
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

Further details on assurance cases can be found in the following:
— ISO/IEC 15026-1 Systems and software engineering — Systems and software assurance — Part 1:

Concepts and vocabulary [B36]

— ISO/IEC 15026-2 Systems and software engineering — Systems and software assurance — Part 2:
Assurance case[B37]

— ISO/IEC 15026-3 Systems and software engineering — Systems and software assurance — Part 3:
System integrity levels [B38]

— ISO/IEC 15026-4 Systems and software engineering — Systems and software assurance — Part 4:
Assurance in the life cycle [B39]

115
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

Annex J
(informative)
Example corrective and preventive action process and root cause analysis

process

Software quality assurance (SQA) documents non-conformances using a defined process. This process may
be a process for resolving software problems defined in the project plan or a separate process documented
in either the SQA Plan or the organizational Quality Management Plan.

Non-conformances are addressed by the project team using a defined Corrective Action (CA) process
which may be documented in the project plan, the SQA Plan, or the organizational Quality Management
Plan. In response to a non-conformance, the project team proposes a corrective action. SQA reviews each
proposed corrective action to determine whether it addresses the associated non-conformance. If the
proposed corrective action does address the non-conformance, SQA identifies appropriate effectiveness
measures that determine whether a proposed corrective action is effective in resolving the non-
conformance. Once a corrective action is implemented, SQA evaluates the related activity and determine
whether the implemented corrective action is effective. An example of a CA Process is shown in Figure J.1.

A Root Cause Analysis (RCA) process is used to identify effective corrective actions. An example of an
RCA process is shown in Figure J.2. The RCA Process can be defined either in the SQA Plan or in the
organizational Quality Management Plan.

Preventive actions are taken to prevent occurrence of problems that may occur in the future. Non-
conformances and other project information may be used to identify Preventive Actions as shown in Figure
J.3. SQA reviews proposed preventive actions and identifies effectiveness measures. Once the preventive
action is implemented, SQA evaluates the activity and determine whether the preventive action is effective.
The Preventive Action (PA) Process can be defined either in the SQA Plan or in the organizational Quality
Management Plan.

Further details on Root Cause Analysis can be found in the following:

—  Apollo Root Cause Analysis — A New Way of Thinking, by Dean Gano [B15]
—  Root Cause Analysis — Basic Tools and Techniques, by Denise Robitille [B50]

116
Copyright © 2014 IEEE. All rights reserved.

Authorized licensed use limited to: Huawei Technologies Co Ltd. Downloaded on April 27,2020 at 13:10:39 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 730-2014
IEEE Standard for Software Quality Assurance Processes

Example Corrective Action (CA) Process

Mon-conformance
Report

A

Corrective Action
Process

k

Use Root Cause Analysis to
identify underlying root cause
of non-conformance

Non-conformance
Closed

i

Determine appropriate
corrective action to resolve |-
non-conformance

Y
Identify effectiveness measures to
determine if corrective action Update Non-
effectively resolves non-conformance conformance Report
to reference CA

L A

Implement comrective
action

SQA reviews CA and
effectiveness resuts,

S0A closes corrective
action _

Close
Corrective Acticy

Figure J.1—Example corrective action process
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Example Root Cause Analysis Process

Root Cause
Analysis Process

The RCA Process is
defined in the SQA
Plan, project plan, or
organizational Quality
Management Plan

Y
Collect information
regarding specific
non-conformance

A

h )

Determine what happenad to
cause non-conformance

SQA reviews the RCA
process to ensure real root
cause is identified.

Root Cause
identified?

Collect data on most common
root causes for possible
Preventive Action

Y

End Root Cause
Analysis

Figure J.2—Example root cause analysis process
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Example Preventive Action (PA) Process

Root Cause
Analysis Process

The PA Process s Process performance data indicates L4
defined in the SOA potential non-conformance could occur
Plan or the
organizational Quality
Management Plan

Collect data from RCA Process to
identify processes that require
Preventive Action to prevent recurrance.

Y

Preventive Action \ _
Process 1

Y

Identify process changes required to prevent
= recurrence of existing non-conformances or to
prevent potential non-conformance from aceurring

Y

Identify effectiveness measures to
determine if preventive action is effective

A

Implement process
changes

A

Collect effectiveness data based
on using revised process

S0A reviews PA and
effectiveness results.

No PA
effective?

Provide Praventive Action
reference to RCA Process

Yes

SQA closes
Preventive Actions,

Close
Preventive Action

Figure J.3—Example preventive action process
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Annex K
(informative)

Cross-reference

The intent of this annex is to illustrate the relationship between the 16 SQA activities defined in IEEE Std
730-2014 and the Life Cycle Processes as defined in ISO/IEC/IEEE 12207:2008. The life cycle processes
defined in ISO/IEC/IEEE 12207:2008 include those activities in which software quality assurance (SQA)
can have an impact that are part of Project Processes (6.3), software-specific activities included as part of
Technical Processes (6.4), and activities that are part of the Software Implementation Process (7.1).

6.3 Project Processes

— 6.3.1 Project Planning

—  6.3.2 Project Assessment and Control

6.4 Technical Processes

—  6.4.1 Stakeholder Requirements Definition
—  6.4.7 Software Installation

—  6.4.8 Software Acceptance Support

—  6.4.9 Software Operation

—  6.4.10 Software Maintenance

— 6.4.11 Software Disposal

7.1 Software Implementation Process

— 7.1.2 Software Requirements Analysis
— 7.1.3 Software Architectural Design
— 7.1.4 Software Detailed Design
— 7.1.5 Software Construction
— 7.1.6 Software Integration
—  7.1.7 Software Qualification Testing
Table K.1, below, indicates where each of the SQA Activities could be applied throughout the Software

Development Life Cycle based on the nature of the contract, the supplier-acquirer relationship, integrity
levels, and other factors that are project-specific.
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(informative)
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